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Tijl Deneut, Security Engineer and Teamlead Security

Over 10 years of experience in IT-Security, i.e. as a Certified Ethical Hacker 

and with a strong focus on Industry 4.0, ICS and Industrial network security.

Was and is still active as a guest professor for Howest and Ghent University.
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Å+ 20 years of experience

ÅDelivering Trust for your Critical Business

Å24/7 Service Center

ÅOrganized around
Å ISO 9001

Å ISO 27001

Å ISO 45001

Å IEC 62443

Ypres

Ostend

25%
developers

140+
employees

Headquarters
Belgium

Offices 
Germany
France
UK

Delivering services
in 300+ locations
across Europe
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How do we secure?
Industrial cybersecurity

Å Industrial Security Assessments 

Å OT security solutions

Å Structured & measurable Security 
strategy

Å Highly Intelligent and automated 
technologies

Å SOC services also for Industrial 
security systems

Å Team of Industrial Cyber security 
Experts

OT Security solutions

Å OT EDR

Å OT NDR

Å Intelligent network design

Å Remote Access control

Å Disaster Recovery solutions

Å OT Asset management

Structured & measurable Security 

Strategy

Å Gain control over the security in your 
production facility

Å Online Security Control platform for all 
your systems

Å Manage your security in a structured 
way

Å Constantly measure your Security 
Protection level
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Hyper Converged Infrastructure in a virtualized environment

All-in one cybersecure solution for digitalization of the OSS

Health monitoring & control system

Peace of mind during commissioning

According  IEC 62443 ς ISO27001 ς NIS2 ready

Supported by offshore experienced GWO certified engineers

We integrate
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IT vs OT
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Nuclear Oil & Gas Transportation Water

HVAC Building Automation

Manufacturing Proces Industry

Petrochemical

Food Industry
Discrete 

Manufacturing

Green Energy
Water Locks

Dams
Stand-alone
Machines

Generators

Pharmaceutical
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Tekst slide

OT vs IT

BIP Security - CyberCrime 12
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Tekst slide

OT vs IT

BIP Security - CyberCrime 13

https://www.globalsources.com/product/cnc-plasma-cutting-controller_1048729187f.htm
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Tekst slide

CIA / AIC

BIP Security - CyberCrime 14
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OT Security Issues
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OT: The 24/7/365 problem

OT is active 24/7, anything that might disturb this idea is a no-go in industrial 

environments

Ą Many production facilities have a whole chain of systems interacting and building on 

each other

A small disturbance might cause this chain to come to a halt and force a restart of the 

production; sometimes taking days

- Reboots?

- Production changes?

- Just changing a small configuration that requires the device to reboot?

Often, anything that requires the system to be offline for even a minute, is not allowed

16
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The update problem
Some updates might just break your production

For example: Siemens only allows pre-approved updates to be installed on Windows systems running their software.

17
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The update problem
Some updates might just break your vendor support. 

For example: Siemens only allows pre-approved updates to be installed on Windows systems running their software.

18

Software compatibility tool: https://support.industry.siemens.com/compatool/  Ą

Selected:
WinCC RT Adv v12SP1

https://www.pcworld.com/article/201681/article.html
https://support.industry.siemens.com/compatool/
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The AV problem
Some software is just not meant to work together 

E.g., installing PLC Programming software in 2025 be like Ą 

19

This is a popular, Free PLC Programming Software (source), with the latest release on Sep 11, 2024

https://www.automationdirect.com/clickplcs/free-software/free-click-software
https://www.automationdirect.com/clickplcs/free-software/free-click-software


Copyright © 2025 e-BO Enterprises. All rights reservedCopyright © 2025 e-BO Enterprises. All rights reserved

The legacy problem
Some Operating Systems are 

outdated and/or break your 

vendor support

20

20

https://compatibility.rockwellautomation.com/Pages/MultiProductCompareSelections.aspx?crumb=113&toggleState=&versions=50106,50110,50001,51144,57171
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The legacy problem²
aŀƴȅ hǇŜǊŀǘƛƴƎ {ȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ǎƘƛǇǇŜŘ ƻƴ t[/Ωǎ ŀǊŜ ƻǳǘŘŀǘŜŘ

9ΦƎΦΣ ¢ƘŜ ŎƘŜŀǇŜǎǘ LƴŘǳǎǘǊƛŀƭ ŀƴŘ tŀƴŜƭ t/Ωǎ ŦǊƻƳ .ŜŎƪƘƻŦŦ ǘƘŀǘ ŀǊŜ ōŜƛƴƎ ǎƘƛǇǇŜŘ ǘƻŘŀȅΣ Ǌǳƴ ²ƛƴŘƻǿǎ /ƻƳǇŀŎǘ 9ƳōŜŘŘŜŘ

Which is outdated and filled with vulnerabilities

21
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OT Security Mitigations
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OT Security
The d i f f i cu l t ies

Example OT / ICS / Industrial / Factory layout
In modern age, everything is connected

Å Not all network traffic originates from the IT 

department

Example issues

Å External machines (suppliers) cannot be trusted 

όпDΣ ±tbΣ ƳŀƛƴǘŜƴŀƴŎŜ Χύ

Å Human mistakes occur (bring-your-own-virus)

Å Engineers take the easy route by adding network 

devices (shadow IT)

Å Χ

Ą Visibility is needed, 

Endpoint Protection alone is not enough
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OT Network Security
The IEC 62443 - 1- 1 Purdue  Mode l

An industrial network is rarely simple

And so does increasing its security, it seems

And so does convincing the OT engineers

For example: how do you protect an environment 

ȅƻǳ ŀǊŜ ƴƻǘ άŀƭƭƻǿŜŘέ ǘƻ ǘƻǳŎƘΚ

(One of the) answers: Network Intrusion Detection
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OT Network IDS
The Purdue  Mode l

A mirror port is configured on the switch, sending a copy 

of all traffic passing through the switch to the network 

monitoring device.

Strong points for this approach:

Å Very limited actions are required. No change in 

network layout nor devices nor production settings is 

required.

Å We are working on a copy of the traffic. There is 

(close to) zero chance of interruption

Å Has several non-security upsides too:



Copyright © 2025 e-BO Enterprises. All rights reserved

OT Network Visibility
The Purdue  Mode l

Example 2:

Excellent but limited inventory / visibility

Ą OT/upper layers plus Operator layer is visible
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OT Network Visibility
The Purdue  Mode l

Example 3:

Excellent with full inventory / visibility

Ą Note: these boxes can also be collectors forwarding 

the traffic to a central box securely
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Analyzing the data
Purdue Level Overview
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Analyzing the data
PLC Programming

Useful analysis tool: Understanding the industrial (and usually plaintext) PLC Programs

Ą From the packets the original industrial controller program can be extracted

Ą A subsequent change in that program can be viewed in comparison with the original one
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Analyzing the data
Var iab les

Useful analysis tool: List and follow variables

- List the industrial variables (sensor values, pressure, voltages ...) over time (if enabled)

- On its own not so extremely usable, but (intelligent) alerting makes it better
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Alert example 1
Var iab les  La tency

Alerts; not only for security

-> Latencies and therefor potential networking issues might be detected and resolved before they get problematic
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Alert example 2
Outbound connect ions f rom sea

Potential security alert

Ą άIƛƎƘ ǊŀǘŜ ƻŦ ƻǳǘōƻǳƴŘ ŎƻƴƴŜŎǘƛƻƴǎέ

Ą An OFFSHORE device 

(on the Wind Turbine) was creating hundreds of 

connections to several internet hosts

Ą Was this a malware? 

We downloaded the PCAP file (Wireshark) and it 

became clear:

BitTorrent was installed and running on this laptop 

from a third party supplier


