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Deneut Security Engineer and Teamlead Security

10 years of experience in$€curity,j.e. as a Certified Ethical Hacker
ith a strong focus on Industry 4.0, ICS and Indusetalork security.
is still active as a guest professoHowestand Ghent University.
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A + 20 years of experience Entorprises

A Delivering Trust for your Critical Business

A 24/7 Service Center

Headquarters
A Organized around Belgium
A 1SO 9001 Offices
A IS0 27001 .y

any
A 1S0 45001 France

A IEC 62443

~ Delivering services
‘ in 300+ locations
across Europe
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How do we secure?

Industrial cybersecurity OT Security solutions

™

Industrial Security AssessmentsA OT EDR
OT security solutions A OT NDR

Structured & measurable Securit Intelligent network design
strategy A

To o

Remote Access control
A Highly Intelligent and automated g

) Disaster Recovery solutions
technologies

. . A OT Asset management
A SOC services also for Industrial g

security systems

A Team of Industrial Cyber security
Experts

Structured & measurable Security
Strategy

A

A

Gain control over the security in youl S
production facility '

Online Security Control platform for
your systems

Manage your security in a structured
way

Constantly measure your Security
Protection level
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We integrate

.l
in

a
. CONMNECT:-CONTROL:CONVERT
Hyper Converged Infrastructure in a virtualized environment
All-in one cybersecure solution for digitalization of the OSS
Health monitoring & control system
Peace of mind during commissioning

According IEC 62443S027001¢ NIS2 ready

Supported by offshore experienced GWO certified engineers

The digital heart of y
offshore substation (

Performance -
Uptime
Cybersecurity
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Nuclear

HVAC

Manufacturing

Generators

Oil & Gas

Building Automation

Procedndusiry

Standtalone
Machines

. T

Transportation Water
Pharmaceutical Petrochemical
Discrete
Foodindustry Manufacturing
Water Locks
G Hn
reenf=nergy Dams
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Plasma Controller For Gantry Ty %+

] www.globalsources.com)

Trade St English ~ @ED

globalsources

Global Sources Hong Kong Shows | April11-14,18-21 & 27-30, AsiaWorld-Expo

Getthe App

Products ~

] Sourcing Club. av 7 ges  Sell on Globs

@Re
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cannot guat
their compa
information


https://www.globalsources.com/product/cnc-plasma-cutting-controller_1048729187f.htm
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OT Security Issue




OT: The 24/7/365 problem

OT is active 24/7anything that might disturb this idea isva-goin industrial

environments

A Many production facilities have a whole chain of systems interacting and building on
each other
A small disturbance might cause this chain to come to a halt and force a restart of the

production; sometimes taking days

- Reboots?
- Production changes?

- Just changing a small configuration that requires the device to reboot?

Often, anything that requires the system to be offline for even a minute, is not allowed




The update problem

Some updates might jusireak your production

For example: Siemens only allows fagproved updates to be installed on Windows systems running their software.

Entry type: FAQ Entry I1D: 18752994, Entry date: 11/12/2020
* & kST (1)
> Rate

Which Microsoft Updates ("Security Updates"”, "Critical Updates" and "Definition
Updates") are recommended for operating SIMATIC WinCC V77

Entry  Associated product(s)

Microsoft regularly rectifies security gaps in its products and makes these fixes available to its customers in the form of official patches. This
entry provides you with valuable information on the reliable and smooth installation of these patches in conjunction with SIMATIC WinCC.

Motes on current updates: "20H2" and SQL server
Recommended Microsoft Updates

Using the "Microsoft Windows Server Update Service” ("WSUS™)
General compatibility information

Further Information

Notes on current updates: "20H2" and SQL server

Subsequent to the installation of the Windows 10 October 2020 update ("20H2"), there may occur problems with the SQL server installation. Az a
consequence, the WinCC basic installation is disturbed as well

A B Cc D E F G H

Windows 10 Version 1909 Update KB4524570, "+Updates to improve
security when using Internet Explorer and Microsoft Edge” ) . . . . .
KB4524570 - (hitps-//support microsoft com/en-us/help/4524570/windows-10-update- Windows 10 Version 1903, 1909 12/11/2019 not approved Open Awoid installation until further notice

kb4524570)

Windows 7 SPA and Windows Server solved with KB4487345 from January 11, 2019

KB4480970 2008 R2 8/01/2019 not approved Failed (see also

P}

https:/fsupport. microsoft.com/en-us/help/4487345)

KB4056888

3/01/2018

not approved

Failed

KB4056890

3/01/2018

not aporoved

Failed
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Selected:

The update problem

Some updates might jusireak your vendor support

For example: Siemens only allows{agproved updates to be installed on Windows §

PCWorld

FROM IDG

NEWS REVIEWS HOW-TO

BUSINESS = LAPTOPS SMARTPHONES HARDWARE SECURITY SOFTWARE GAl

Secunty ‘Games  Producti ware Audio Business Software Photography

[ AdChoicas (. Create Email b} ( Build Your Own h}

Esemens: Removing SCADA
Harm Plants

GOPO OO

Software compatibility toolhttps://support.industry.siemens.com/compatoolA

il L WIinCC RT Adv v12S]|

Further Products
Browse

Printer

Metwork Cameras

PDF

Remote Software
Application Whitelisfing
= McAfee

Backup and Restore
Virus Scanner

[E] Trend MICRO

OHHHFMER

ey

> Trend MICRO Enterprize Security V10.x for Endpoints
> Trend MICRO OfficeScan

= J } verProtect
>
>

-
-
-
-
-

[F] Virtualization
= VMware
= Microsoft Hyper-V
= virlual Hardware (vHW
» HP HOST (Virualization S
[E] Encryption Software
= Wimaco SafeGuard Easy
= Microsoft Bilocker
Oracle
*» PEZIP
w  PWETTChant

Ver

o


https://www.pcworld.com/article/201681/article.html
https://support.industry.siemens.com/compatool/

The AV problem

Some software is just not meant to work together

E.g., installing PLC Programming software in 2025 b4 like

m7 CLICK Programming Software Version 3.60 X

CLICK Programming Software Version 3.60

Before continuing with this Setup program, Please be sure to
disable any anti-virus software.

o]

Welcome to the InstallShield Wizard for CLICK Programming Software Version 3.60

The InstallShield Wizard will install CLICK Programming Software Version 3.60 on your computer.
To continue, dick Next.

InstallSied

This is a popular, Free PLC Programming Softwatedg, with the latest release on Sep 11, 2024


https://www.automationdirect.com/clickplcs/free-software/free-click-software
https://www.automationdirect.com/clickplcs/free-software/free-click-software

The legacy proble

Some Operating Systems are
outdated and/orbreak your

vendor support

Rockwell Automation Compability

RSLogix 5000 RSLogix 5000 RSLogix 5000 RSLogix 5000 Studio 5000 Logix Designer
19.01.01 20.01.01 21.03.02

p
:

18.02.00

Windows 7 Enterprise SP1 32-bit
Windows 7 Enterprise SP1 64-bit
Windows 7 Home Premium (32-bit)
Windows 7 Home Premium (64-bit)
Windows 7 Home Premium SP1 32-bit
Windows 7 Home Premium SP1 64-bit
Windows 7 Professional (32-bit)
Windows 7 Professional (64-bit)
Windows 7 Professional SP1 (32-bit)
Windows 7 Professional SP1 (64-bit)
Windows 7 Ultimate SP1 32-bit
Windows 7 Ultimate SP1 64-bit
Windows 8 (home) 32-Bit

Windows & (home) 64-Bit

Windows 8 Enterprise 32-Bit
Windows 8 Enterprise 64-Bit
Windows 8 Professional 32-Bit
Windows 8 Professional 64-Bit
Windows 8.1 Enterprise 32-Bit
Windows 8.1 Enterprise 64-Bit
Windows 8.1 Professional 32-Bit
Windows 8.1 Professional 64-Bit
Windows Vista Business (32-bit)
Windows XP Pro (32-bit)

Windows XP Pro SP1 (32-bit)
Windows XP Pro SP2 (32-bit)
Windows XP Pro SP3 (32-bit)

CCOPOCOCOCO00000000000C0C00!

00000000000000000000000C0000

0000000000000 0000C0000000000

0000000000000 OOOOC0000000000
0000000000000 0000000000000
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https://compatibility.rockwellautomation.com/Pages/MultiProductCompareSelections.aspx?crumb=113&toggleState=&versions=50106,50110,50001,51144,57171

The legacy problem?

alyed hLSNIGAy3a {eaidisSvya (GKFd FNB &aKALILISR 2y t[/ Q& | NB 2dziRI{iSR
9daAdr ¢KS OKSFLIS&ad LYRddzZAGNRIFIE FYyR tlySf t/ Qad FTNRY SO1K2FF (KL

Which is outdated and filled with vulnerabilities

File View "?
0 B 2 L% 8 P = D @

X

-—- ui

X —
Certificates ¥ DatefTirme Dialing Dispilay Input Pangl  Internet keyboard Mouse  Metwork and
Configura... Options Dial-up Ca.,..
$2 P & B 9 P © 0 B B
i 2 J 5
Owner Passwaord pC Power Regional Remove Storage Stylus System Terminal
Connection Settings Programs Manager Server Clie,..
volume & System Properties E]
Sounds - -
General |Mem0ry ]Dewce Mame ICDpynghts ]
Syster: Computer:
Microsoft@ wWindows® Embedded Pracessor Type: [Freescale, &rmiartex
Compact S 5 |
) ] Expansion Slots:
Wersion 7.00 (Buid 2224)
@ 2010 Microsoft Corp, All rights Aot 941180 KB RAM
reserved, This computer program is . i
protected by U5, and international Registered to:

copyright laws,

ht © 2025 80 Enterprises. All rights res



OT Security Mitige




. ~K Securin
@ OT Sec u rlty S@/ weh(;t’s c?itical

The difficulties
In modern-age; everything is connected

Example OT / ICS / Industrial / Factory layout

\ “

A Not all network traffic originates from the IT

department
Example issues

A External machines (suppliers) cannot be trusted
6nDI +#tbX YIAY(dSylyOS

A Human mistakes occur (bringur-own-virus)

A Engineers take the easy route by adding network

devices (shadow IT)
A X

A Visibility is needed,

Endpoint Protection alone is not enough

Copyright © 2025 60 Enterprises. All rights reserve



. : ' Securin
e OT Network Security j@/ what's ritica

Entevprises
The IEC 62443-1-1Purdue Model

. . . . ate orporate SIEM Security
An industrial-network-is-rarely simple ] =Ry = ® = O&fﬁ = is
EH
i Hell B B U
. . . . . Rm‘:lt: poons J ; y 8 Production i
And so-does increasing its-security,cit seems - oz swires B R rrove = S .13
Core Switches ] Systems
- - . b Line Oporator
And sodoesonvincingthe OT-engineers B %49 Worny | L2
. PLCs V‘,_
For examplet how do-you protect an.environment @ ;.; - w11

Sensors

m
&2 dz ndt NBwey 2obouca’l £ £ 26 SRE (2 ufeﬂzo«K€@~:: c@.. @ w e [ LO

) OT Traffic: variables and commands
) , S IT Traffic: NTP, DNS, SNMP, etc. between PLCs, and PLCs and HMIs.
(Olmetﬁf'. the)ianswerS\' Network:Intrusion Detectinn ====% Diagnostics, configuration commands
from Engineering workstations and
PLCs

Copyright © 2025 60 Enterprises. All rights reserve
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Endovprises

oT

Network IDS

The Purdue Model

Securing
what’s critical

A

- . . . - ate rate S t
A mirror port iscconfigured on the:switch; sending-a copy wies B “5 E ® =1 Operatin Center | | 5
B o]
of all traffic passing through the switch to-thenetwork — @ .
i ) ) DNS. AV, DC, it SteIT |
monitoring device. Htren, P ?ﬁ? = PR = L
Servers S T Sto Producton
Ewa . W =L
> i
. . NNy,
Strongpoints for this approach:
- . . . = EE—ED e T B s
A Veryllimited-actions are-required.-No-change in e =B — s [ L2
network layoutnor-devicesnor productionssettings is m ﬁﬁ}
required. ! ’ ] :
q TR TETTREEE Y B
, . :‘: : x 1‘5 : . : % : 5.5 : : T
A We areworking on aopyof the traffic. There:is & @ L DE < w  rmm L0
(closetto)-zera ichance oftinterruption
_ . . . - . OT Traffic: variables and commands
A Has:several mesecurity upsidestoo: 0000 @ aeee- IT Traffic: NTP. DNS, SNMP, etc. atason PLCS. snd PilGs snd Hikke.
cgmo Diagnostics, configuration commands
————— Mirrored Traffic from Engineering workstations and

PLCs

Copyright © 2025 60 Enterprises. All rights reserve
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OT Network Visibility

The Purdue Model

Example 2:

Securing
what’s critical

wm:f: ET:-] Cimi: E ‘ = Opezzglr"\riganter 1 L5
Excellent but limited inventory / visibility L0 E -roy I
\ =
| ol
DNS, AV, DC, M T Site IT L4
mak Hel I EL -,
s DMZ Switches “ ot E She Pmmﬂ L

Core Switches

}L3

Syswms

A

Line Operator
/Engineering
Workstations

”

A OT/upper layers plus Operator,layeris visible

= |T Traffic: NTP, DNS, SNMP, etc.

=== Mirrored Traffic

PLCs
/RTUs

Fui
Fio

OT Traffic: variables and commands
between PLCs, and PLCs and HMIs.
Diagnostics, configuration commands
from Engineering workstations and
PLCs

Sensors
Actuators

“i

Copyright © 2025 60 Enterprises. All rights reserve



(&

Entevprises

Example:3:
Excellent:with full inventory / visibility

A Note: these boxes-can-also be collectors forwarding

the traffic to accentrabbox:securely

OT Network Visibility

The Purdue Model

Corporate Corporate
Workstations ﬁ? Servers E

Securing
what’s critical

Global :
Nozo:u ?.‘.MC SIEM Security

DNS, AV, DC,
Historian, Patch
Remo(o Access

(optional) E Operation Center L L5

Lo

. Site Production
DMZ Switches E m Firowall E

Core Switchos Systems

I
Site IT sielT L | 4
E : ﬁl_:__] Workstations

Servers

L3

& \. T ———

e ww [T Traffic: NTP, DNS, SNMP, etc.

=== Mirrored Traffic

Workstations

Line Operator
[Engineering L2

roe }u
Koo }LO

OT Traffic: variables and commands
between PLCs, and PLCs and HMIs.
Diagnostics, configuration commands
from Engineering workstations and
PLCs
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Securing

= Analyzing the data what’s critical
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Securing

@ AnaIyZ|ng the data , what’s critical

Endovprises

Useful-analysis-tooUnderstanding the-industrial (and wsually plaintext) PL.C-Programs

A Fromithe packets theroriginalindustrial-controller program can be:extracted

A A subsequent'change in:thatprogram can.bewviewed in.comparison'with the-original one

Program change details

Program on device 192.168.45126 has been changed by 192.168.45.201

Show differences between the two versions | Show previous program | Show new program

Differences between the two versions
1|/ --- "previous program”
2| +++ "new program"
3 @@ -13,7 +13,7 @@

4 Datall := 2;

5 Datal2 := 2;

& Datall := 3;

7 -Datald := 2;

& +Datald := 4;
Datals := 2;
Datals := 2;

11 Datal7 := 2;

12 @@ -21,7 +21,7 @@

12 1

14 ### Project Content
-- Project section 1
6| -Binary stream with checksum  bbfb3e -

Copyright © 2025 60 Enterprises. All rights reserve
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Useful-analysis-tool: List:and follow variables

Process view

“age 10of 66,1631 entries

ACTIONS

=Qxr
=Qar
ZQxr
=Qxr
=Qxr
=Qar
=Qxr
=Qxr
=qQar

ZQar

HOST

192168.21.12
192168.2112
192168.2112
192168.2112
192.168.21.12
192168.2112
192168.2112
192168.21.12
192.168.21.12

192168.2112

Analyzing the data

Securing
what’s critical

L)

View all variables

= -
Label

Unit:

Type:

Value:

Last value:

Last quality:

Min value

Max value:
Protocol

Last FC

Last activity:
Last change:
Last valid guality.
# Requests:

# Changes:

Flow control status:

Variable 172.16.1.148/100/r27

r27 at RTU 100
n/a
ahalog

36461

® 36461

L
36045.000000
37074.000000
modbus

3

15:21:126.732
15:21:126.732
15:21:26.739
188

188

YCLIC (132.23ms)

& Export [

37 000

36 750

36 500

36 250

36 000

35750

Zoom

15:21:02 15:21

Live update ®

All

:04 15:21:06 15:21:08 15:21:10 15:21:12 15:21:14 15:21:16 15:21:118 15:21:20 15:21:22

15:21:1( 15:21:20
mn *

r27 at RTU 100

- Listtheindustrial variables{(sensor values,:pressure; voltages:...) ovdiftenabled)

- Oniitscownnot so extremely:-usable;but:(intelligent) alerting.makestit-better
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Securing

@ Alert example 1 ) what’s critical

Endovprises

Alerts; motonly for. security

Alert Variable flow anomaly [fd8hd7ac-e7df-4343-beef-bb10063903d94]

[ VIPROCWVARIABLE-FLOW-ANOMALY

What happened?

Details (at the alert time) 10183.10.10/2/i0a-11274' had a 2267.26ms cyclic update interval, now is
_ 420130ms
Status: open
Note: Possible cause
Created at 2023-03-19 10:23:23.462(2 days ago) A variable which is sent cyclically has changed its transmission interval time.
Pouree: Suggested solution
0181.21.215
- 00-00:5e:00:01:C6 - Validate the event and learn it if legitimate, or treat it as anomaly.
Destination: 101831010
- 00:09:0F09:00:08
Protocol: iec104 (tcp)
Capture device: port2
Ports: 51630 » 2404

-> Latencies and therefor potential networking issues'might be detectedand resolved before they'get problematic

Copyright © 2025 60 Enterprises. All rights reserve
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Alert example 2

Securing
what’s critical

¥

Potential-security: alert

A Gl 3K oNGoinScor2Frio2'dzi 6 2 dzy R

A An OFFSHORE.device
(on the Wind  Turbine)was creating hundreds of

connections to several internethosts

A Wasithissarmalware?
We downloaded the' PCAP-file (Wireshark) and it

became:clear:

BitTorrentwasrinstalled-and running onthislaptop

from a third party:-supplier

O2yySOiGA2yacs
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