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The Evolution of Network Engineering
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Early Networking Dot Com and Architectural Network Automation Artificial Intelligence
The Internet Renaissance
* Spanning Tree * WAN Design + SDN * APIs » Generative Al
* VLANs * Routing Protocols * OpenFlow * Model Driven « LLM
+ IPv6 » Controllers * Python « Training
* VoIP & QoS + MP-BGP + Cloud * Inference
+ VXLAN » Containers * RoCE v2
* Microsegmentation « NFV - GPU/DPU
* NetDevOps * Agents
» Software Defined X « MCP

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



Why the human network
engineer still matters

* Innovates creative solutions to unprecedented
network challenges

» Applies deep contextual understanding of business
priorities and technical constraints

» Integrates new technologies thoughtfully into
diverse, evolving environments

» Anticipates and addresses complex, multi-layered
issues beyond Al's scope

« Translates business goals into resilient, adaptive
network architectures

» Validates and interprets Al recommendations,
preventing automation errors

« Provides accountability and trusted governance in
critical situations
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Do we still need to learn
networking?

YES!!

-

» Al effectiveness depends on your expertise
« Real learning requires real effort

» Expertise takes practice, not shortcuts

* Innovation starts with humans

« Alis always catching up

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al Definitions and Fundamentals







Predictive Al

Generative Al




*When a Generative Al (like an LLM) responds
to a prompt, what is it fundamentally doing
"under the hood"?

o * The Slido app must be installed on every computer you're presenting from

slido



https://www.slido.com/powerpoint-polling?utm_source=powerpoint&utm_medium=placeholder-slide
https://www.slido.com/support/ppi/how-to-change-the-design
https://www.slido.com/support/ppi/how-to-change-the-design

Al in Action: Predictive vs. Generative

Task Type

Monitoring

Predictive Al

- Detects anomalies in traffic

or behavior

Generative Al

- Explains what the anomaly

means

Maintenance & Planning

- Forecasts device failure or

capacity needs

- Suggests upgrade paths or

config changes

Troubleshooting

- |dentifies root causes from

logs

-« Explains CLI errors, suggests

fixes

Configuration

- Recommends changes

based on usage data

- Generates CLI command sets

based on input

Training & Simulation

© 2025 Cisco and/or its affiliates. All rights reserved.

- Models failure scenarios

- Simulates |IOS commands &

topologies
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* A system that analyzes telemetry to forecast a
hardware failure is [X], while a system that writes a
Python script for a VLAN configuration is [Y].

o * The Slido app must be installed on every computer you're presenting from

slido
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Agentic Al
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What characterizes "Agentic Al"

in a network operations center
(NetOps)?

o * The Slido app must be installed on every computer you're presenting from

slido
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Agentic Al
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ACTION / EXECUTION MODULE
(Carry out planned tasks)

Network automation script to deploy
configuration ot adjust firewall rules.
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REASONING & PLANNING
ENGINE

(Network Architect)

Analyze data, device plans,
understand goals.
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Stores alerts, topologies, historical
performance data to make informed
decisions.
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Prompts and Prompt Engineering

afraln
© 2025 Cisco and/or its affiliates. All rights reserved. cisco



6.2
%
7
N
&

‘What does it mean when a Large
Language Model (LLM)
"hallucinates™?

o * The Slido app must be installed on every computer you're presenting from
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Al Generated

Hallucination
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Training vs Inference vs RAG
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‘Why is "Augmented Generation'
(RAG) important for networking
professionals?

o * The Slido app must be installed on every computer you're presenting from

slido
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How Al fits into Network
Engineering




Different Al "Hats” for Network Engineers

User of Al Tools Supervisor of Al Tools Builder of Al Infrastructure

alfbal ]l
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Al doesn’t replace the engineer—
it amplifies their expertise

(

-
Traditional Networking Tasks Al-Augmented Networking
* Manually monitor device logs » Detects and predicts failures using real-time data
* Write and apply CLI configs » Generates config suggestions or full command sets
* Respond to issues after they occur » |dentifies anomalies before users report issues
* Interpret error messages through trial and error » Explains technical errors in plain language
* Manually tune performance and adjust routes * Dynamically optimizes traffic and bandwidth
-

© 2025 Cisco and/or its affiliates. All rights reserved.
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Understanding Al Limits and Risks

» Accuracy Depends on Data Quality

Al relies heavily on accurate and complete data. Poor input data leads
to unreliable outputs.

* Al Doesn't Replace Expertise

It amplifies but doesn't replace human judgment—especially for
complex, nuanced decisions.

 Potential for Incorrect or Misleading Outputs

*Generative Al may occasionally produce plausible but incorrect
suggestions or configurations.

* Requires Human Oversight and Verification

*Always verify Al-generated solutions before applying them in
production networks.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco
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The Skills for the Al Enabled Network Engineer

184% growth for Al related skills in job postings
18% - 47% higher salary for Al skilled professionals

alfbal ]l
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What do we learn?

General Al Proficiency

Critical Thinking

Al Fundamentals

Prompt Engineering

Data Literacy

Programming — Python

Natural Language Processing (NLP)

Specialized Al for Networking

Network Automation and SDN
AlOps/NetDevOps

Al Enhanced Security

Cloud Networking for Al/ML

Hardware Acceleration and SmartNICs
Al Ready Infrastructure Design

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco Networking Academy

Intro to Modern Al
Apply Al: Analyze Customer Reviews
Apply Al: Update Your Resume

Further Resources for
teaCh i n g N etWO rki n g i n CCNA ENSA: Supplemental Module (Only Al

sections)

N etA Cad Cloud Manage Networking 101 with Cisco Meraki

Al Education Series: Networking for Al

Artificial Intelligence for CCNA
ChatGPT API with Python and Packet Tracer

www.netacad.com/ipd

© 2025 Cisco and/or its affiliates. All rights reserved. cisco


http://www.netacad.com/ipd

Specialised content on
Cisco U.

© 2025 Cisco and/or its affiliates. All rights reserved.

Get Started Using Al

» Cisco Al Business Practitioner | AIBIZ

* Understanding Al and LLMs as a Network Engineer

» Hands-On ChatGPT: Leveling Up Your Network
Engineering GPT Prompts

Get Started Supervising Al

* |ntroduction to Al Vulnerabilities

Get Started Building Al

* Run Your Own LLM Locally For Free and with Ease

» Al Solutions on Cisco Infrastructure Essentials

* A New Frontier for Network Engineers: Agentic Al That

Understands Your Network

afraln
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Do you think you have the tools to prepare your
students to be a Network Engineer?



*In what ways can we incorporate Al %
concepts or tools into our current
networking curriculum?

o * The Slido app must be installed on every computer you're presenting from

slido
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Thank you!
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