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Understanding Prompts in Large Language Models

• Can be a question, command, or statement

A prompt is an input or 
instruction to an AI 

model

• Influences clarity and response style

Shapes tone, detail, 
and structure of AI 

output

• Summarize this article in three bullet points

• Write a welcome message for new students

• Translate the following sentence into Spanish
Examples of prompts
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Prompt Engineering Defined & Evolved

Prompt engineering designs 
prompts to optimize AI outputs

Intentional structuring, clarity, constraints

Early AI pre-2022 used simple 
unpredictable queries

Limited context handling, basic instructions

Modern AI interprets complex 
multi-step prompts

Supports context-rich, chained tasks

Prompt libraries and tools 
enhance usage

Templates, examples, reusable formats
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Principles of Effective 
Prompting

Clarity

• Use clear and direct language to avoid 
confusion

Context

• Give necessary background or scenario

Specificity

• State exactly what output is required

Constraints

• Set rules like word count or tone

Sequential/Chained Prompts

• Split complex tasks into steps
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System Prompts

Define AI behavior and tone 
globally

Role/Persona Prompts

Assign AI specific expertise or 
perspective

Zero-Shot Prompts

Give instructions without 
examples

Few-Shot Prompts

Provide examples to guide style 
and structure

Types of Prompts in Generative AI
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Types of Prompts in Generative AI
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Prompting for Network Tasks
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6 Ways to Write Better Prompts (for Network Tasks)

Include Details Set a Role Use Delimiters

Be specific: device model, 
interface IDs, IP addresses, 

protocols.

Start with: “You are a Cisco 
network engineer…” to shape the 

AI’s perspective and tone

Use triple backticks (```) or clear labels 
like “Scenario:” to separate instructions, 

examples, or configs.

Specify the Steps Provide Examples Limit the Output

Break down what you want: 
“First create VLANs, then 
assign them to ports, then 

explain why.”

Show one example, then ask for 
a variation:

“Here’s how I did VLAN 10—
can you do VLAN 20 the same 

way?”

Ask for a summary, bullet points, or 
one-line commands:

“Keep it under 5 lines” or “List only 
interface config commands.”
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Prompt Tactic #1: Include Details

“Configure VLANs on a switch”

“You are a Cisco network engineer. Configure VLANs 10, 20, and 30 on a 
Cisco 9200 switch. Assign VLAN 10 to interface G1/0/10, VLAN 20 to 
G1/0/11, and VLAN 30 to G1/0/12. Set all ports as access mode”

VS.
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Prompt Tactic #2: Set a Role

Sample Prompt:

You are a Cisco support engineer. Explain this error:

%OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Gig0/1 from FULL to DOWN, Neighbor Down: Dead timer 

expired

This message indicates that an OSPF neighbor relationship has gone down on interface Gig0/1. The 'Dead 

timer expired' means the router stopped receiving Hello packets from its neighbor within the expected time.

This may be caused by:

• Interface going down

• Mismatched OSPF hello/dead timers

• Packet loss or high latency

• A neighbor reboot or configuration error

Sample AI Response:
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Prompt Tactic #3: Use Delimiters

Sample Prompt:

You are a network instructor. Here is my switch config:

```

interface GigabitEthernet1/0/10  

 switchport mode access  

 no shutdown  

```

What’s missing if I want to assign VLAN 20?

To assign VLAN 20 to this interface, you also need to include:

switchport access vlan 20

Without this line, the interface is active but not assigned to any VLAN.

As a result, it will not forward traffic for VLAN 20.

Sample AI Response:
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Prompt Tactic #4: Specify the Steps

Sample Prompt:

You are a CCNA instructor. To create an ACL that permits HTTPS traffic from 192.168.1.0/24 and blocks 

everything else, follow these steps:

1. Identify the correct ACL type

2. Define the source and destination

3. Choose the correct protocol and port

4. Apply the ACL in the correct direction

Then provide the CLI configuration on Gig 0/0.

access-list 101 permit tcp 192.168.1.0 0.0.0.255 any eq 443  

access-list 101 deny ip any any  

interface G0/0  

 ip access-group 101 in

Sample AI Response:
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Prompt Tactic #5: Provide Examples

Sample Prompt:

You are a CCNA tutor. Answer questions using a short summary followed by a CLI example.

Question: How do I configure a default route?

Answer: A default route uses 0.0.0.0/0 to forward packets when no other route matches.

ip route 0.0.0.0 0.0.0.0 192.168.1.1

Question: How do I configure a static route?

A static route defines a fixed path for a specific destination network.

ip route 192.168.10.0 255.255.255.0 192.168.1.1

Sample AI Response:
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Prompt Tactic #6: Limit the Output

Sample Prompt:

You are a CCNA instructor. Summarize the function of a DHCP relay in 2 bullet points.

• Forwards DHCP client requests from a local subnet to a remote DHCP server

• Uses the ip helper-address command on the interface receiving the requests

Sample AI Response:



© 2025 Cisco and/or its affiliates. All rights reserved.

Teaching Prompting in the Classroom

Prompt Rewrites

• Give students vague prompts and ask them to improve clarity and structure.

Compare & Explain

• Show two outputs from different prompts. Have students identify which is better and 

why.

Prompt-Based Lab Tasks

• Replace a config task with a prompt challenge:

• “Write a prompt that generates the correct VLAN setup for this topology.”

Use AI as a Lab Assistant

• Have students check their configs by asking the AI:

• “What’s missing from this?” or “Is this interface configured correctly?”
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Real-world examples you can try and teach
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Use AI to Simulate “show” Command Output

Sample Prompt:

You are a Cisco IOS router. Simulate the output of show ip route on a device with:

• FastEthernet0/0 in 192.168.1.0/24

• FastEthernet0/1 in 10.0.0.0/8

• OSPF-learned route to 172.16.0.0/16 via 10.1.1.1

Include route codes, administrative distance/metric, interfaces, and proper formatting.

Router# show ip route  

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP  

       D - EIGRP, O - OSPF, IA - OSPF inter area  

       * - candidate default, U - per-user static route  

Gateway of last resort is not set  

C    192.168.1.0/24 is directly connected, FastEthernet0/0  

C    10.0.0.0/8 is directly connected, FastEthernet0/1  

O    172.16.0.0/16 [110/20] via 10.1.1.1, 00:00:12, FastEthernet0/1

Sample AI Response:
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Using Simulated Output for Teaching & Review

In-Class Use Ideas:

• Use simulated show output for concept review

• “What does this routing table tell us about the topology?”

Challenge students to spot missing or unusual entries

• “What’s one thing that’s not quite right in this output?”

• Turn it into a peer teaching activity

• One student writes a prompt, another interprets the result

Teaching Tips:

• Use AI to simulate progressions—start with a basic table, then add learned routes or static entries

• Have students prompt AI to generate output for their own topology diagrams
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Use AI to Translate Configs into Plain Language

Sample Prompt:

You are a Cisco instructor. Explain this ACL configuration to a student new to networking:

access-list 110 permit tcp 192.168.10.0 0.0.0.255 any eq 443  

access-list 110 deny tcp 192.168.10.0 0.0.0.255 any eq 23  

access-list 110 permit ip any any

This ACL allows devices in the 192.168.10.0/24 network to send TCP traffic to any destination if the destination port is 

443, which is typically HTTPS.

It then explicitly denies Telnet traffic (port 23) from that same source network to any destination. This is often done for 

security, since Telnet is unencrypted.

Finally, it permits all other IP traffic. This ensures that other non-blocked traffic is allowed through.

In short, it allows secure web traffic, blocks Telnet, and permits everything else.

Sample AI Response:
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Teaching with Explanation Prompts

In-Class Use Ideas:

• Give students a config and ask them to write:

• “Explain this as if you were teaching a new student.” 

• Then compare their output to the AI’s

Flip it: give them the AI’s plain-language response and ask:

• “What config generated this?”

• Use explanations to check for concept misunderstandings

• “What assumptions is the AI making? Are they valid?”

Teaching Tips:

• Focus on building networking fluency, not just correctness

• Ask students to edit or improve the AI's explanation

• Use this format for peer reviews
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Use AI to Create STP Practice Questions
Sample Prompt:

You are a CCNA instructor. Write a multiple-choice question about Spanning Tree root bridge selection. 

Include switch priorities and MAC addresses. Provide the correct answer and a one-line explanation.

Question:

Four switches have the following priorities and MAC addresses:

• Switch A: priority 32768, MAC 00:11:22:33:44:01

• Switch B: priority 32768, MAC 00:11:22:33:44:02

• Switch C: priority 4096, MAC 00:11:22:33:44:03

• Switch D: priority 32768, MAC 00:11:22:33:44:04

Which switch will become the root bridge?

A. Switch A

B. Switch B

C. Switch C

D. Switch D

Correct Answer: C

Explanation: STP selects the switch with the lowest bridge ID (priority + MAC); Switch C has the lowest priority (4096).

Sample AI Response:
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Use AI to Generate NAT Concept Questions

Sample Prompt:

You are a CCNA instructor. Write a multiple-choice question about NAT behavior. Include inside and outside 

IPs, and provide the correct answer with explanation.

Question:

Which address is considered the inside global in a NAT configuration?

A. 192.168.10.5

B. 203.0.113.5

C. 172.16.0.10

D. 10.0.0.1

Correct Answer: B

Explanation: Inside global is the public IP assigned to an internal device for communication over the 

Internet.

Sample AI Response:



© 2025 Cisco and/or its affiliates. All rights reserved.

Challenge Student Reasoning with ACL Logic
Sample Prompt:

You are a CCNA instructor. Write a multiple-choice question where students must decide which packet is 

denied by the ACL. Include port-based conditions.

ACL:

access-list 120 permit tcp any host 10.10.10.10 eq 22  

access-list 120 permit udp any any eq 53  

access-list 120 deny ip any any

Question:

Which of the following packets would be denied by this ACL?

A. TCP from 192.168.1.5 to 10.10.10.10 on port 22

B. UDP from 172.16.0.2 to 8.8.8.8 on port 53

C. TCP from 192.168.0.1 to 10.10.10.10 on port 80

D. UDP from 10.1.1.1 to 192.168.2.2 on port 53

Correct Answer: C

Explanation: Only SSH (TCP port 22) to host 10.10.10.10 and UDP DNS (port 53) are permitted; TCP port 80 traffic is 

denied.

Sample AI Response:
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Test Config Understanding with DHCP Questions
Sample Prompt:

You are a CCNA instructor. Write a multiple-choice question to test DHCP relay configuration. Include a brief 

scenario and correct answer.

Question:

A router interface is configured as follows:

interface G0/1  

 ip address 192.168.100.1 255.255.255.0  

 ip helper-address 10.10.10.10

What is the purpose of the ip helper-address command?

A. It assigns a default gateway to the client

B. It specifies the DHCP server to forward client requests to

C. It assigns an IP to the router interface

D. It configures the router to act as a DHCP server

Correct Answer: B

Explanation: The ip helper-address command forwards DHCP requests to a remote DHCP server.

Sample AI Response:
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Teaching with AI-Generated Scenarios

In-Class Use Ideas:

• Use scenarios as review warm-ups or quiz questions

• “What’s the correct answer—and how do you know?”

Remove the explanation and have students justify their answer

• Builds critical thinking and CCNA exam prep skills

• Have students write their own prompt to generate a practice question

• Swap with peers to solve and discuss

Teaching Tips:

• Focus on reasoning, not just recall

• Let students compare AI’s logic to their own

• Use AI to remix scenarios by changing addresses, ports, or protocols
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From Learning to Leading

Let’s talk about how you can help students apply 
AI skills with confidence.
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Your Leadership Toolkit (So Far)

AI as a tool for navigating networking tasks—just by asking

Prompt strategies that build clarity, accuracy, and control

Real-world examples across config, troubleshooting and explanation

Techniques for turning prompts into classroom activities

A mindset shift—from AI use to AI-powered teaching leadership
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Lead the Way: What You Can Do Next

Use Free Resources to Build Confidence: 

NetAcad, Cisco U.

Try Prompting in Your Own Workflow

Bring Prompting into a Lab or Lesson
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How might prompt engineering skills benefit students 
beyond networking or IT courses?



We continue tomorrow!

Hands-On :
Automation and AI
in Networking
How to reserve a Sandbox ?
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How to prepare the workshop for tomorrow ?

01 Go to devnetsandbox.cisco.com
02 Log in for example with your Cisco ID

03 In the search bar, type “cat8kv”

04 Click Launch & reserve for 1 day
05 Check your mailbox : after about 10 minutes, you
get your credentials :
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