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Agenda: From APIs to Al Agents
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Al Meets NetDevOps
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Why are these topics important?

The right skills for the future of network engineering in the age of Al

General Al Proficiency

e Critical Thinking

* Al Fundamentals

*  Prompt Engineering

* Data Literacy

* Programming — Python

* Natural Language Processing (NLP)

Specialized Al for Networking

* Network Automation and SDN

* AlOps/NetDevOps

* Al Enhanced Security

* Cloud Networking for Al/ML

* Hardware Acceleration and SmartNICs

* Al Ready Infrastructure Design
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Why are these topics important?

The right skills for the future of network engineering in the age of Al

General Al Proficiency .

Introduction to Modern Al

Apply Al: Analyze Customer Reviews

* Critical Thinking

e Al Fundamentals A

*  Prompt Engineering .

|+ Data Literacy

7

Introduction to Data Science
Data Analytics Essentials

Data Science Essentials with Python

JY

[ * Programming — Python

* Natural Language Processing (NLP)

Python Essentials 1
Python Essentials 2 (Optional)

Al Fundamentals with IBM SkillsBuild

Cisco Al Business Practitioner | AIBIZ (Cisco
U.)

2025 Cisco and/or its affiliates. All rights reserved.
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Automation Specific Skills

2025 Cisco and/or its affiliates. All rights reserved.

/Automation Specific Skills \

* Python (you’re shocked | know)
* Network APIs and Interfaces

* Al assisted coding

* Common Al library use

* Agentic Al architectures

* Tool / Agent development

K e LLM Evaluation /

]
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Learn with Cisco Continuum of Learning

Creating life-long learners, wherever they are in their career journeys

Cisco Networking Academy
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» Skills-to-jobs program designed for entry and early-in career individuals, with
career resources to help learners chart their pathsin IT.

* Free online self-paced courses for flexible learning anytime, anywhere.

* Instructor-led options through partnerships with thousands of educational
institutions around the world. Curriculum licensed at no cost to educators.

* Introductory courses are ideal for exploring topics in technology.

» Skills-driven curriculum is aligned to industry-recognized certifications, making it
easy for learners to begin and advance in their careers.

Cisco Networking Academy

Entry Level Associate

2025 Cisco and/or its affiliates. All rights reserved.

Specialist

Cisco U.

» Offers a broad spectrum of Cisco and Cisco-adjacent product, technology, and
certification training at the associate level and above.

* Ideal for learners and teams looking to reskill and upskill throughout their learning
journeys.

* Diverse learning methodologies - guided learning paths, tutorials, courses, labs,
and more — meet learners where they are and how they learn best.

* Designed to be the only learning platform IT pros need, with an ever evolving
content library and growing Al assistance for learners.

Cisco U.

Professional

*Cisco certifications can be earned at all learning levels

]
cisco



Introduction to Automation

Device APls and RESTCONF




Automation requires machine-to-machine communication,
facilitated by APIs

© 2026 Cisco and/or its affiliates. All rights reserved.



?
What are APIs: T

The Star Wars AP|

(what happened to swapi.co?)

All the Star Wars data you've ever wanted:
Planets, Spaceships, Vehicles, People, Films and Species
From all SEVEN Star Wars films

Now with The Force Awakens data!

Application Programmability Interfaces (APIs) enable
connections between machines, or between machines and
software

Try it now!

APIs come in different types; we’ll focus on REST APIs

Deck of Cards

An API

Many REST APIs exist freely on the internet (Chuck Norris jokes,
Deck of Cars, and Star Wars are freely available online)

Shuffle the Cards:

https: copy

Add deck_count as a GET or POST parameter to dafine the number ¢f Decks you want to use. Blackjack typically uses 6 decks. The
default Is 1

ol I 1l I [N
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Components of a REST API call

Method:

 POST, GET, PUT, DELETE (CRUD: Create, Read, Update, Delete)

URI/URL:

* https://api.chucknorris.io/jokes/ Request

Authentication: REST

 Basic HTTP, OAuth, none, Custom Client z i

Custom Headers
e HTTP Headers

Response

* Example: Content-Type: application/json

Request Body

 JSON or XML containing data needed to complete request

]
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Devices aren’t webservers. How do we use REST?

JEE':EH




Models and YANG

Yvan Rooseleer

Networking Academy Instructor Trainer (BiASC)




We're Used to This

But we don’t have to like it...

iosO# show running-config

no
no
no
no
ip
ip
ip

service pad

ip domain-lookup

ip http server

ip http secure-server
routing

source-route

vrf my-forward

bgp next-hop Loopback 1

!
ip
ip

ip community-list standard s permit

community-list 1 permit
community-list 2 deny

interface FastEthernetl/O0

ip address 10.10.50.1 255.255.255.0

exit
interface LoopbackO0

ip address 1.1.1.1 255.255.255.255

exit

© 2025 Cisco and/or its affiliates. All rights reserved.

class-map match-all cmapl
match mpls experimental topmost 1
match packet length max 255
match packet length min 2
match gos-group 1
]
policy-map a
]
policy-map mapl
class cl
drop
estimate bandwidth delay-one-in 500
milliseconds 100
priority percent 33
]
!
no spanning-tree optimize bpdu transmission
mpls ip propagate-ttl
router bgp 64512
aggregate-address 10.10.10.1 255.255.255.251
neighbor 1.2.3.4 remote-as 1

neighbor 1.2.3.4 ebgp-multihop 3

neighbor 2.3.4.5 remote-as 1

neighbor 2.3.4.5 activate

neighbor 2.3.4.5 capability orf prefix-list both
neighbor 2.3.4.5 weight 300

]
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Pretty common targeted show command

iosO# show running-config | include ip
no ip domain-lookup
no ip http server
no ip http secure-server
e ip routing
config hierarchy ip source-route
ip vrf my-forward
ip community-list 1 permit
ip community-list 2 deny
ip community-list standard s permit
ip address 10.10.50.1 255.255.255.0
ip address 1.1.1.1 255.255.255.255 We have no ideas

mpls ip propagate-ttl where these IPs
exist, but they do

Are these “no” commands
default?

Without data structures and models — we are
left in a world without context

]
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* Modeling language designed for network models

*Very structured and strongly “typed” syntactical
language

* Defined by RFC 6020, 7950

* “Think of it as a doctor’s intake form...”
YANG . What |S It—p e Defines areas for information to be entered
. . * Acceptable type/format of data for inputs

* Construct of form determines how data would
be entered/displayed

]
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YANG

Arbitrary Sportsball Analogy

<?xml version='1.0' encoding='utf-8'7?>

<data
module sportsball { xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
namespace "http: // sportsball"; <FootballTeam
prefix sportsball; xmlns="http://sportsball">
<TeamName>Sports!</TeamName>
container FootballTeam ({ <Player>
leaf TeamName ({ <PlayerName>Kareem</PlayerName>
type string; <Position>Coach</Position>
} <Age>42</Age>
list Player ({ </Player>
key PlayerName; <Player>
leaf PlayerName ({ <PlayerName>Quinn</PlayerName>
type string; <Position>Jabroni</Position>
} leaf Position { <Age>38</Age>
type string; </Player
} leaf Age { </FootballTeam>
type uint8; </data>
}
} } We can move from YANG to XML (or YIN, JSON, HTML, tree, and other) formats using

} ‘pyang’ against either a known or arbitrary model

]
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YANG

App2

Model-Driven APIs

YANG Models
(OpenConfig, Native)

]
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RESTCONF




NETCONF and RESTCONF

Where YANG Plays a Part...

.

\_

Application

~

v

© 2025 Cisco and/or its affiliates. All rights reserved.

-

Transport

~

' YANG-based XML/JSON '
HTTPS

/ Network Device \

. /

alfret .
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RESTCONF

Determine RESTCONF URIs (Native Models)
* Native models are YANG built by device manufacturer that is coupled tightly to the device
and version

* Everything built from native root URI
* Entrypoint: /restconf/data/Cisco-I0S-XE-native:native/

 When queried, this will provide JSON-ified “top level” configuration (compare to what
you’d see in CLI)

* Model can be browsed using YANGsuite or YANGCatalog

alfbal ]l
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RESTCONF

Determine RESTCONF URIs (OpenConfig Models)

 OpenConfig models abstract provider specific information; allowing the same payload to
be used across vendors

* Rather than a top-level model, OC models are broken up by “function”
 Entrypoint: restconf/data/openconfig-{X}/

* {X} canrepresent interfaces or system or bgp

e Resulting JSON returned will vary from native modeling, and may be repetitive in some
instances

 Model should be validated within YANGSuite for support levels

alfbal ]l
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RESTCONF

© NetAcad | RESTCONF [Devemper Mode % ® & @  DevNetSandbox .. ~
Exploring with Bruno GetDevic.. x  +
GET = https:// : /restconf/data/Cisco-I0S-XE-native:native/ P B >

Params Body Headers? Auth Vars Script Assert

Tests Docs Settings

* Brunoisverysimilarto

Name Value

Postman with a slimmed

Path @

feature set

Send Request Cmd + Enter

New Request Cmd + B

e We use collections and

environments to save P S et s cas ¢ ® ®
requests and variables for e e _ - e [
reuse or sharing . | o »

e T NERE

* Variables are in {{var}}
notation ( or )

& Import ® Save O Reset (@ Activate ]
2025 Cisco and/or its affiliates. All rights reserved. © Managing Secrets cisco



RESTCONF

Exploring with Bruno

o090
@& bruno

) Collections
Search requests ...

> LTRCRT1100 Collections
v NetAcad | RESTCONF
~ 01 - Get Device Config
GET Get Device Config (Top Level; OC)
GET Get Device Config (Top Level)
~ 02 - Get Physical Interface Information
GET Get GE2 Config
GET Get GE2 Description (OpenConfig)
GET Get GE2 Config (OpenConfig)
GET Get GE2 Description
> 03 - Get Loopback Configuration
> 04 - Create Looback Interface (MODIFY)

> 05 - Validate Created Locopbacks (MODIFY)

D& £ Qo

2025 Cisco and/or its affiliates. All rights reserved.

Bruno
© NetAcad | RESTCONF (Developer Mode | % ® ® @  DevNet Sandbox... =
&) Collection x +
Overview Headers Vars Auth® Script Tests Presets Proxy Client Certificates Secrets -

Configures authentication for the entire collection. This applies to all requests using the Inherit option in the Auth tab

Basic Auth =

Username

Password

s Q FAY

Save

Q, Search &y Cookies €, Dev Tools v2.1.0

Bruno uses HTTP verbs to
perform CRUD operations
Requests can have data
payload for operations as
required

Request will return status
code and payload as
determined by the URI
queried (and underlying
YANG model)

]
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Hands-On with RESTCONF using
Bruno

Pierre de Fooz

Networking Academy Instructor Trainer (BiASC)




n and Netmiko

rking Academy Instructor Trainer (BiASC)

N
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/

2025 Cisco

Versatile and

Linux, and
Windows

and/or its affiliates. All rights reserved.

~

platform agnostic;
runs on macOS,

Python’s power

4 I

Simple, readable,
and reliable code
that’s easy to use

/

S

A wide range of
pre-built libraries
for nearly every

use Case

/j;w\

Extremely strong
community
support

alfret .
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Why Learn Python in the age of generative Al?

e Build intuition — knowing the concepts helps you debug, adapt,
and trust your code.

e Al assistants are tools, not crutches — they can generate code,
but you need to understand it to use it safely.

e Security & reliability — blindly running Al-generated scripts can
introduce errors or risks.

 Foundational skill — Python fundamentals transfer across tools
and frameworks like Netmiko, NAPALM, Ansible, and even Al/ML
platforms — once you learn the language, leveraging these
technologies becomes much easier.

]
cisco
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Python Libraries

Python has over 500,000 libraries.

Netmiko is one of the most popular for network automation.

2025 Cisco and/or its affiliates. All rights reserved.

( N\ [ N\ [ )
(g (g\l_ r\
4
The Standard Library Third-Party Libraries Frameworks/Ecosystems
built-in installed from PyPI (Python Package | | collections of libraries for big
Index) via pip domains
\ /L /L J
json 0s NumPy Scikit-learn I Ecosystems:
re sys Pandas SQLAIchemy FFli,SAITDI Data Science
subprocess math Requests TensorFLow A?mssible DevOps
logging datetime Matplotlib PyTorch PYATS Al/ML

]
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Netmiko is a Python library built on SSH that lets you script
CLI commands instead of typing them.




Simplifies network
automation

with an easy Python
interface to CLI over

Netmiko

Multi-vendor Speeds up repetitive

support tasks

— works with many while reducing
vendors, not just human / manual
Cisco | errors

Gateway to Python
automation

Learn tangible skills
while still using "CLI”



Key Take Aways about Python

Python with its inbuilt functionalities is a powerful tool for network
automation

The basic Python structures are enough to solve a real use case

By using the import statement, you can import code and libraries made by
others to quickly solve complex tasks




etwork Automation

artinez Hernandez
Technical Manager - Cisco

]
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What is Al-Assisted Coding?

Al as Your Coding Partner

e Write code with natural language instructions

* Generate boilerplate and repetitive code instantly
e Auto-complete coding syntax

* Debug errors with Al-guided fixes

* Learn coding patterns faster through explanation

Al-Assisted Coding !=

]
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From Natural Language to Code

o O
()

Describe the task in plain English

G

</

Al generates a first draft script

Iterate with prompts

refactor, extend, adapt




Debugging with Al

* Paste error messages directly into Al

* Get fixes + package install hints immediately

* Learn why the error happened (Al explanations)
* Faster iteration = more hands-on practice

2025 Cisco and/or its affiliates. All rights reserved.

"'netmiko’

import import

I'll quickly check if netmiko is referenced in the code and whether it's already listed in pyproject.to
ml so | can tell you exactly why Python can't find it and how to fix it cleanly.

Read

Grepped

| searched the repo and checked pyproject.toml; there's no reference to netmiko . I'll explain the
error and give you the quickest fixes.

What the error means

* ModuleNotFoundError: No module named 'netmiko': Python can't import netmiko because it
isn't installed in the interpreter/venv you're using.

]
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Coding with Agents




Let’s define Al Agents

Autonomous software systems that independently plan, execute,
and iterate on coding tasks without constant human supervision.

* Autonomous decision-making
» [Iterative problem-solving

* Goal-oriented execution

e Tool integration

e Contextual understanding

]
2025 Cisco and/or its affiliates. All rights reserved.
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From Al Assisted Coding to Al Agents

AL Su‘,’jﬂes'ts AL Expla.ins — You Decide What
Code Errors

Assisted Coaling

AL Interpret

Agentic Coohng — Intent — AT Tokes Actions AI Validates

Restults

alfbal ]l
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Why It Matters for Instructors

&

Shift focus from syntax
struggles - teaching core
networking concepts

2025 Cisco and/or its affiliates. All rights reserved.

Bringing Al into the Classroom

@

Use Al to generate and
explain code during lessons

Create hands-on lab tasks
faster (blueprint - code)

Prepare students for the Al-
powered workflows they’ll

see in the field

]
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How do | get started?




Al Assisted Coding

. (
[ __I8
L M St uaio D € T © e e &5
[ Chats Q “+ Network Operations Assistance
I ) )
fam ) Network Operations Assistance

You are an Al assistant specialized in network operations support for

network engineers.
Your primary goal is to assist with tasks such as troubleshooting

network issues, optimizing network performance, configuring
network devices, interpreting network protocols, and providing best
practices for network management. Always prioritize clear, accurate,
and actionable guidance that helps network engineers maintain and
improve network reliability, security, and efficiency. When
appropriate, suggest relevant Cisco technologies, tools, and
documentation to support your recommendations

* Local application to run LLMs opens/gpt-sss-265

e Easy to use interface Absolutely—let's dive in!

Feel free to tell me the specific issue or task you're working on, and I'll provide step-by-step guidance,

°
Easy access to Open mOdels command examples, configuration snippets, or diagnostic recommendations tailored to your environment. If you

* Experiment with Al nerd knobs and
settings

Reasoning Effort

&

e Build Al Agents with MCP Servers

4% LM Studio 0.3.27 (Build 4) ¢ Power Use IS 3.8% FU B | CPU: 0.00 %

* APIs and SDKs available for
development use cases

]
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Al Assisted Coding @0 ® [J (£ ChatGPT5

ChatGPT
Desktop

Connects Al directly to your local
environment

Open, read, and edit local files

Run and test scripts and code on Work With @
your machine PyCharm

Integrates with tools like VS Code,
terminals, or editors

) Code - Requires extension

Great for assisted debugging and
step-by-step execution

Motes

=

+ ® B A 5

2025 Cisco and/or its affiliates. All rights reserved.




Agentic Coding

ai-net-auto

Cursor

~ Al-NET-AUTO

structor Trying to tec work automation do....

* Built-in Al agent inside the IDE

e Autonomously generates, refactors,
and optimizes code

* Executes tasks across multiple files
and projects

* Integrates deeply with Git,
terminals, and code runners

* Great for multi-step workflows (not
just one-off fixes)

e Supports end-to-end coding loops:

plan - write - run - validate

* Verified Students get 1 year free
Cursor Pro
https://cursor.com/students

ol I 1l I [N
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https://cursor.com/students

Hands-On: Agentic Al for Network
Automation

Pierre de Fooz

Networking Academy Instructor Trainer (BiASC)




ets NetDevOps

Automation for Modern Networks

artinez Hernandez
Technical Manager - Cisco

N
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From NetDevOps to NetAlOps

/‘)" A ==

Create Proposed Branch Update Configuration Test Configuration Push Proposed Changes

l
&'1— A 4—\%4—9

Send Deploy Changes and Test Build Test Network Build Automation Starts
Notification

]
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From NetDevOps to NetAlOps

CLl-only Era Automation Al Networking

CCCCC



Al Powered NetDevOps

© 2025 Cisco and/or its affiliates. All rights reserved.

Data Sources

©
A

&
X

Create Proposed Branch

Push Changes

Update Configuration
Deploy Changes and Test

Build Test Network

Send Notification

]
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What is MCP?




MCP - The USB-C for Al Agents

* Model Context Protocol (MCP):

* Open standard developed by Anthropic
e Connects Al Agents with external data & tools Tools / Data Sources
* Defines a simple Host—Protocol-Server architect | & | AP, webservers

* Exposes primitives: Tools (actions), Resources
(data), Prompts (templates)

Files, DBs

CP Hosts
(Al Agents) Prompts

2025 Cisco and/or its affiliates. All rights reserved. cisco



MCP Protocol

QAR XXX

Al Generated

]
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MCP Architecture - Overview

MCP Client
* Lives inside the MCP Host (Al app, IDE, or agent platform)

* Speaks the MCP protocol to connect with one or more MCP
Servers

» Sends requests / receives responses between the agent and
servers

* Keeps the agent simple — it doesn’t need custom adapters
for every service

Claude Desktop
Cisco Al Canvas
Python App

MCP Host

MCP Protocol MC P

-

JsSON RPC

2025 Cisco and/or its affiliates. All rights reserved.

MCP Server

Server

Acts as the bridge between Al Agents and real-world
services/tools

Exposes capabilities (tools, resources, prompts) in JSON
Executes requests from the MCP Client
Hides complexity provides a uniform MCP interface

Maintained by the service/tool provider

v
eéa

lllllllla
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MCP Architecture - Layers

Data Layer

JSON-RPC 2.0 message protocol and semantics

Handles lifecycle (init, capability negotiation,
termination) MCP Protocol

.

Core primitives: tools, resources, prompts

Transport Layer

* Manages connection setup, framing, auth
between client & server.

e Supported transports:
e STDIO (local, no network)

e Streamable HTTP (remote, SSE for streaming, standard
HTTP auth/OAuth)

2025 Cisco and/or its affiliates. All rights reserved. cisco



So like ... What do | do now?

Get Started with MCP
1. Download a Client - Claude Desktop, Cursor IDE (don’t build it)
2. Understand MCP Architecture (we just covered it)

3. Browse existing MCP servers to contextualize your world - https://github.com/punkpeye/awesome-
mcp-servers/

4. Build your first MCP server - FastMCP https://gofastmcp.com/getting-
started/welcome

]
2025 Cisco and/or its affiliates. All rights reserved. cisco


https://github.com/punkpeye/awesome-mcp-servers/
https://github.com/punkpeye/awesome-mcp-servers/
https://github.com/punkpeye/awesome-mcp-servers/
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Why it Matters?




MCP - Use Case

Configuration and change-management failures now cause nearly
— making configuration drift a top threat to uptime and resilience

To Mitigate - We proposed for you to talk to your customers to:
Adopt NetDevOPS

1. Automate your deployment

2. Use Single Source of Truth (document your network and not xIs)
3. Add Observability

alfbal ]l
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MCP - Use Case

So let’s say your are..

- Managing a 10K+ devices Multi-Site Meraki Network

- Maintain a single source of truth for the network using NetBox
- Automate config changes and prevent configuration drift using

- Audit log of changes in a Splunk

Source of Network
Truth Controller

j:ﬁ netbox ecn @ A

Meraki

Middleware Observability

]
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Use Case - Simplified Architecture

In a perfect world ...

* All config changes start in
Con'Fig Change—’
. fires off a Webhook {

Middleware updates config

Meraki pushes change log

Splunk stores logs

]
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Enters Quinn - we all know a Quinn

Quinn does not play by the rules
* Logs into Meraki Dashboard

* Changes config

e Saves
e Leaves |

|/ config=
C see0 0 /// . éfg

/ Commit /
afvalne |/
CIsco |

e BGP Down!!!!

]
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MCP - Why it Matters?

If we look at our use case - a couple of things to pay attention to

1. In Building the automation pipeline we have to build and manage the CRUD

e Pull a list of Organization

Figure out network to updates

Pull list of devices

Match the serial number of device

Apply config changes

2. After the “Quinn Incident” we must investigate what happened

* Log into Splunk
* Query logs > traverse log data from Meraki

* Check Network Documentation to figure out what values to reinstate

]
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Let A! Just Do It!

]
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MCP - Why it Matters?

Let the Al Agent Heal the Network

* Expose API Endpoints as MCP Tools
e Let the Al Agent figure out the CRUD

* Let the Al Agent cross examine Config Drift

=
e
v
A
®
<
®
i

* Let the Al Agent revert the changes

IPAIS DWW

Profit

]
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Real-World Example: Network
Troubleshooting with MCP

Prompt: help me
to troubleshoot
the P1 issue on
Catalyst Center

Agent needs to

-
and determine what
to do next

alfbal ]l
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What skills are needed?

Here are the skills a network engineer needs to put this together:

Understanding of APl fundamentals: OpenAPI specs, endpoints, HTTP methods
Python scripting: Spinning up a basic server and configuring the MCP wrapper

Access control thinking: Defining roles, access boundaries, and enforcing least privilege
Agent design mindset: Prompting with context, purpose, and clear human oversight

Curiosity and experimentation: Trying things out and tweaking as you go

© 2025 Cisco and/or its affiliates. All rights reserved.
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Time

s://blogs.cisco.com/learning/wrangling-the-wild-west-of-mcp-servers

N
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What’s next?




We've just finished the tutorial —now it’s your
turn to level up and unlock new skills to continue
preparing the workforce of tomorrow.

alfbal ]l
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Today’s workshop materials

12 hours workshop material for you to explore and reuse:

- Presentations of all the topics discussed and many more
- Train the Trainer videos

- CML2 image to run the labs in your own PC

alaln
2025 Cisco and/or its affiliates. All rights reserved. Ccisco



IPD Sessions

Smarter Networks, Smarter Engineers: Learn Al Skills That Solve
Real Problems

Al Meets NetDevOps - MCP-Powered Automation for Modern
Networks

Al in Education Series

Core Al Principles Part 1

Networking for Al Part 1 - Understanding the Workloads

Explore many more webinars in www.netacad.com/ipd



https://www.netacad.com/ipd/sessions/ipd-may-2025-smarter-networks-smarter-engineers-learn-ai-skills-that-solve-real-problems?courseLang=en-US
https://www.netacad.com/ipd/sessions/ipd-may-2025-smarter-networks-smarter-engineers-learn-ai-skills-that-solve-real-problems?courseLang=en-US
https://www.netacad.com/ipd/sessions/ipd-november-2025-ai-meets-netdevops-mcp-powered-automation-for-modern-networks?courseLang=en-US
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