Morning Afternoon
Session Session

1000 Intro, program updates 1330 KD Toolkit 2026 & Agenda
1030 Al, Workforce, Curriculum 1400 Quantum Computing

1115 Splunk for education 1430 Critical Infrastructure
1215 Lunch & conference visit 1515 Wrap Up & Awards

1530 Quick Break

1545 Smarter Networks: Al and
prompt engineering in
networking

1715 Conference visit

1830-2230 Cisco Live Celebrarions




Cisco Live 2026
Instructor day CISCO Live !

Peter Kroesen — SPIE Technisch Consultant
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Welkom!

Peter Kroesen
Technisch Consultant - SPIE ICS

peter.kroesen@spie.com
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SPIE ICS NL

> 250
Field
Technicians/
Engineers

24/7 organisatie met landelijke
dekking en centrale aansturing van

> 400 ICT Professionals

> 50
Architects/
Consultants

€ 80 Milljoen omzet

Focus portfolio

Communications
*  Elektrisch wagenpark

*  100% groene energie
*  GreenlT proposities
»  Altijd een groenere keuze

Secure Networking
Cyber Security
Wireless Networks
Modern Workspace
Connectivity

Focus markten

Mission Vitale Infrastructuur
Samen met onze klanten creéren we een

. . ) - Gezondheidszorg
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Over SPIE

Je kent SPIE wellicht hiervan:
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Over SPIE

Maar wij doen ook dit:

— R

e Oplaadpunt|,.

Natte infrastructuur Energietransitie & Energieketens

Voorbeeld: Noordzeekanaal, sluizen & gemalen Voorbeeld: RWS: Laden op zon

t]0er]es Networking
CISCO Academy



Over SPIE

En dit:

T — iy, 'Y
z_z‘"’Illi.i.";‘ '

L, o

Energietransitie Healthcare & Medische voorzieningen
Voorbeeld: Grootste warmtepomp van Nederland op RWZI Voorbeeld: Nieuwbouw operatiecomplex Antonius ziekenhuis
Utrecht
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Over SPIE

Telecommunicatie-netwerken

C2000, 4G/5G, verglazing
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Netwerk Design
RWzZI X

Netwerk & Connectivity
diensten

Verbindt alles




Wat is kritieke infrastructuur
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Watis IT?

® |Informatie Technologie
* Gericht op data, informatie en applicaties
* Internet, bedrijffsomgevingen, games, onderzoek etc
* Connectiviteit wordt steeds belangrijker

@® Diverse disciplines
* Software
* Clientapparatuur
* Compute
* Storage
* Networking
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IT-Netwerken — Gebruikersomgevingen

® Ons allen welbekend
* Bedraad, draadloos & vrijwel overal

® Diverse set aan use cases
* Thuis Netflix kijken
* LTE-On-the-go
* (Energy) Trading
» Zorg

® Security is altijd hot topic
* NAC, Firewalls, etc
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IT-Netwerken - globale backbone
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Netwerken - loT
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IT-Netwerken - Private 5G
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Public network

Subscriber database (DB)

5G core 5G core
control piane User plane

Services

5G core

control piane S50 core SeVICes

user plane

Subscriber datobase (DB)



IT-Netwerken - DAS Systeem

Cellular Signal Source
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IT-Netwerken — DAS Systeem

Antennna
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Wat is OT?

® Operationele Technologie
* Gericht op beheren fysieke wereld
* PLCs, BMS, Industriele of wetenschappelijke apparatuur

N
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OT-Netwerken - Stuwen

® Essentieel voor waterhuishouding
* Van klein tot (heel) groot

® Kleine stuw uitdagingen
* Connectiviteit
* Energievoorziening -
* Klimaatbeheersing
* Break/fix & lifecycle

OWp

Cisco IR1100
&
Cisco IE3000
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OT-Netwerken - Kerncentrales

® Extreem hoge beschikbaarheid
* Meerdere redundante en geisoleerde netwerken

® Extreem risk-avers
* Zeer lange lifecycle
* Gevalideerde oplossingen
* Air-gap met ander omgevingen
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OT-Netwerken - Vitale Infrastructuur

® Nederlands Fundament
* Elektriciteit, (drink)water, internet,...

® Uitdagingen
* Lange levenscycles
* Continuiteit
* Air-gaped
* Verbeteringsslag veiligheid
* NIS2 (Rusland/Ukraine)
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OT-Netwerken

® Modulair

® Compact

® Extreme omstandigheden
® 48vvoeding

® Speciaal voor lloT
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Catalyst IE3100

Compact fixed
configurations with
PoE+/4PPoE and
conformal coating

Catalyst IE3200

Fixed configurations
with PoE/PoE+

Catalyst IE3300

Versatile, modular with
PoE+/4PPoE, upto 10
GE uplinks, and
embedded security

Catalyst IE3400

Versatile, modular with
PoE/PoE+, advanced
resiliency, and
embedded security

Catalyst IE3500

Versatile, modular with
PoE+/4PPoE, advanced
resiliency, embedded
security, and low-jitter
communications




OT-Netwerken - Cisco Resilient Ethernet Protocol

DHCP Server

PNP Server/
Catalyst Center
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OT-Netwerken - Continuiteit
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OT-Netwerken - Cybervision architectuur

OT Assets

Cisco industrial
switches or routers

= Lightweight Metadata

L J

Cyber Vision Sensor

v Software embedded into
network equipment

v Passive discovery via DPI
v Safe active queries of assets
v" Decodes application flows

Cyber Vision Center

v Centralize analytics and data storage

v Detailed OT asset inventory and
communications maps

v Security posture and detection
v Reporting

Integrations
SIEM, XDR, NAC, Firewall, CMDE, etc.

v OT asset profiles in IT security tools
¥ OT context and events in SOC
¥ Native integrations and specific apps

¥ Comprehensive APls for custom
integrations

OT visibility sensors embedded into network equipment sees more and is easier to scale
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OT-Netwerken - Cybervision
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OT-Netwerken - Cybervision

L 2

»
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Organization
Global

Dashboard

Alerts

Assets

Wulnerabilities

Communications

Configuration

Dashboard

Global No filters applied

Assets ©

44 with Active Alerts

Vulnerabilities ©

[ cisco security Risk score

5 High

Highlighted Vulnerabilities

Cisco Security Risk Score

100

High

84

High

79

High

— Refresh

o 163 vulnerable oH +31 Last 7 Days

CVSS Score

Q 157 Medium o 189 Low

Vulnerability

CVE-2023-20198: Multiple Vulnerabilities in Cisco 10S XE Software Web Ul Feature

© CVs510  Affected Assets 2

CVE-2019-12255: VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent Pointer = 0 leads to Integer underflow

0 CcVss9.8  Affected Assets 38

CVE-2023-20273: Multiple Vulnerabilities in Cisco 10S XE Software Web Ul Feature

€ CVSS7.2 Affected Assets 2

As



OT-Netwerken - Cybervision

il Cyber Vision

Assets

&> Organization
Global >

Global Mo filters applied

> Dashboard

44 with Active Alerts
B alerts

Assets

(:} Vulnerabilities

0 selected Focus v

Alerts ~

163 vulnerable +3 1 Discovered in last 7 days

Functional Group

Vulnerabilities

Vulnerable

~ Refresh As of: Feb 10, 2026 3:27 PM

+ 1598 piscove

Type

Name
<"» Communications
Switch
& cConfiguration > cisco IE-3400-8P25

Mx80 Ethernet: NOC
Mx80 Ethernet: NOC
Mx80 Ethernet: CPU
Mx80 Ethernet: NOC

Mx80 Ethernet: NOC
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0 2
02

87

87

15

14

46

15

15

Switch

Switch

OT Generic

OT Generic

PLC

OT Generic

OT Generic



OT-Netwerken - Cybervision

« Assets

- BME P58 2040

Summary Vulnerabilities 19 Communications Properties Interfaces
Functional group actions v © Top 5 Vulnerabilities View All [ Sort By: Cisco Security Risk Score ]
Type
PLC Alerts Name Cisco Security Risk Score (O CVSS Score (D)
Vendor - Multiple vulnerabilities in modicon controllers A\ 42 Medium © 7.5High
Schneider Electric
Functional Group - Use of Hard-coded Credentials in Modicon PAC Co... 4\ 38 Medium © 9.8 Critical
Group 82
Sensors - Integer Qverflow or Wraparound in Wind River VxW... 4k 34 Medium © 9.8 Critical
SST-KA-1 +11
- Denial of Service Vulnerahility in Schneider Modico... A\ 34 Medium © 7.5High
Firmware Version i
- Integer Overflow or Wraparound and Out-of-bound... 4\ 34 Medium © 7.3 High

4.10.0
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OT-Netwerken - Cybervision

L 2

»

Organization
Global

Dashboard

Alerts

Assets

Wulnerabilities
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Communications

Configuration

Dashboard

Global No filters applied

Assets ©

44 with Active Alerts

Vulnerabilities ©

[ cisco security Risk score

5 High

Highlighted Vulnerabilities

Cisco Security Risk Score

100

High

84

High

79

High

— Refresh

o 163 vulnerable oH +31 Last 7 Days

CVSS Score

Q 157 Medium o 189 Low

Vulnerability

CVE-2023-20198: Multiple Vulnerabilities in Cisco 10S XE Software Web Ul Feature

© CVs510  Affected Assets 2

CVE-2019-12255: VxWorks TCP/IP Stack (IPNET) Urgent/11 Vulnerabilities - TCP Urgent Pointer = 0 leads to Integer underflow

0 CcVss9.8  Affected Assets 38

CVE-2023-20273: Multiple Vulnerabilities in Cisco 10S XE Software Web Ul Feature

€ CVSS7.2 Affected Assets 2

As



OT-Netwerken - Cybervision

372 Vulnerabilities

Yulnerability title

Integer Overflow or Wraparound and Qut-of-bounds W

Integer Overflow or Wraparound in Wind River VxWorld

Multiple vulnerabilities in modicon controllers

Multiple vulnerabilities in modicon controllers

Multiple vulnerabilities in modicon controllers

Uncaught Exception in Modicon Controllers

Out-of-bounds Write in Modicon controllers

File and Directory Information Exposure in Modicon Co

Use of Hard-coded Credentials in Modicon PAC Control

| Cvssv3

dentifier:

Description:

[y iy .
Solution:

Fuklished on:

Links:

Use of Hard-coded Credentials in Modicon PAC
Controllers

CVE-2018-7241

A CWE-798: Use of Hard-coded Credentials
vulnerability exists in the firmware that could
cause access by an unauthorized user to the
controller when F...

.. show more

FTP service is disabled by default. Because FTP
services are only necessary for specific
maintenance and configuration activities,
Schneider advises C...

w Show more

April 18, 2018

www.securityfocus.com
www.schneider-electric.com
ics-cert.us-cert.gov

Export to C5V

-:2 3 4 5 --- 19 > 20/page

CW5S score Affected devices
8895 7.3 va1) 74 devices
5198 9.8 va1) 74 devices
844 7.5 (v31) 66 devices
806 7.5 v3.1) 66 devices
855 7.5 (v3.1) 66 devices
842 4.9 [v31 &) 63 devices
2791 .5 [v31 5] 43 devices
851 7.5 v3.1) =] 63 devices
241 9.8 v3) & 63 devices

o | I
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OT-Netwerken - Veiligheid

?) LVNL

Samen luchtvaart mogelijk maken

Offerteleidraad Last Resort Netwerkomgeving

Europese openbare aanbesteding

® Bijzonderheden aan de aanbesteding
® Uitdagingen in de aanbesteding
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OT-Netwerken — NTP Server
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