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Spain (92,300)

France (79,100)

Italy (78,600)

Germany (77,200)

Poland (63,300)

Students Across European Union Fiscal 2025

Portugal (20,000

Hungary (20,000)

Romania (18,600)

Netherlands (17,500)

Belgium (16,100)

Instructors Fiscal 2025

Some Key Partnerships and Programs

Students Since Inception

Engaging, empowering, and elevating learners through technology education since 1997.

European Union Impact
2025 Annual Report

3.7M
total students since 

inception across 27 

countries

female1 students 

since inception

13%

• France CERTA (Ministry of Education), AFPA​

• Germany Ministry of Education in Baden 

Würrtemberg

• Ministry of Education North Rhine Westphalia, 

REDI School​

• Netherlands Ministry of Social Affairs

• Poland Ministry of Defence

• Spain Aula Mentor (Ministry of Education, EOI 

(Ministry of Industry) 

• Italy Ministry of Digital Innovation, Ministry of 

Interior, Ministry of Education

• Hellenic Armed Forces

obtained a new career or educational 

opportunity, of students who completed 

Cisco certification-aligned courses2

93%

in-kind contributions in the form 

of curriculum, resources, and 

supports since inception

$1.2B USD

As we look back on a remarkable year at Cisco Networking Academy, we celebrate our enduring legacy as 

one of the longest-standing IT skills-to-jobs programs in the world. In line with Cisco’s mission to Power an 

Inclusive Future for All, we have continued to transform lives by bridging digital divides and empowering 

underrepresented communities through technology and education. 

Our success is built on the strength of our partnerships with governments, academic institutions, and 

nonprofits, all working together to open doors to opportunities in the digital economy.

   Par Merat

  Vice President, Learn with Cisco

582.2K
total students 

fiscal 2025
female1 students 

fiscal 2025

15%

7,129
active 

instructors 

fiscal 2025

3,083
institutions and 

organizations offering 

Networking Academy 

courses

Academies Fiscal 2025 In-Kind Contributions Since Inception

Students Fiscal 2025

17%
female1 

instructors 

fiscal 2025

Students Outcomes Fiscal 2025

+17 more countries3

All metrics reported are through fiscal year 2025
1 Of students who reported gender.
2 Sourced from Student Outcome Survey responses, fiscal 2025.
3 Count of countries since inception through end of Fiscal 2025. Data from countries with current sanctions do 

not appear individually but are included in aggregated total values.
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ICT Studenten
(MBO,NL)

Session ID: NetAcad Day

2019-'20 2020-'21 2021-'22 2022-'23 2023-'24 2024-'25 2025-'26

Medewerker ICT support(2) 2.361 2.387 2.451 2.341 2.276 2.287 2.346

Allround medewerker IT systems and devices(3) 4.030 3.477 3.071 2.719 2.281 2.077 2.200

Expert IT systems and devices(4) 8.676 8.782 8.690 7.918 7.028 6.517 6.218

Software developer(4) 9.043 9.308 9.506 9.534 9.755 9.539 8.435

0

2.000

4.000

6.000

8.000

10.000

12.000

Verloop van aantallen ICT studenten (MBO)

Medewerker ICT support(2) Allround medewerker IT systems and devices(3)

Expert IT systems and devices(4) Software developer(4)

Totaalbeeld marktsegment ICT:

• Totaal ICT daalt van 24.110 → 19.199: -4.911 (-20,4%) in 6 jaar 

(gemiddeld grofweg ~ -3,7% per jaar).

• De daling versnelt na 2021–’22: de grootste jaarlijkse krimpen 

zitten in: 

2022–’23 (-1.206)

2023–’24 (-1.172) 

2025–’26 (-1.221)

Met dank aan SBB  
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ICT Studenten
(MBO,NL)

2019-'20 2020-'21 2021-'22 2022-'23 2023-'24 2024-'25 2025-'26

Medewerker ICT support(2) 2.361 2.387 2.451 2.341 2.276 2.287 2.346

Allround medewerker IT systems and devices(3) 4.030 3.477 3.071 2.719 2.281 2.077 2.200

Expert IT systems and devices(4) 8.676 8.782 8.690 7.918 7.028 6.517 6.218

Software developer(4) 9.043 9.308 9.506 9.534 9.755 9.539 8.435
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IT systems and devices (grootste krimp, structureel)

- Langjarige trend is 12.706 → 8.418: -4.288 (-33,7%)

- Dit verklaart ~87% van de totale daling van ICT (-4.288 van -4.911).

• Binnen IT S&D:

- Allround (niveau 3): 4.030 → 2.200: -1.830 (-45,4%) (sterkst dalend).

- Expert    (niveau 4): 8.676 → 6.218: -2.458 (-28,3%) (ook stevig dalend).

Software development (stabiel tot piek, daarna scherpe terugval)

- 2019–’20 t/m 2023–’24: groei 9.043 → 9.755 (+7,9%) met een piek in 2023–’24.

- Daarna daling: 9.755 → 8.435 in 2 jaar (-13,5%), 

- waarvan het grootste deel in 2025–’26: -1.104 (-11,6%).

ICT support niveau 2 (stabiel/licht stijgend)

- 2.361 → 2.346: -15 (-0,6%) over de hele periode (dus vrijwel vlak).

- Aandeel in het totaal stijgt vooral doordat andere richtingen harder dalen: 

van ~9,8% →~12,2%.

Met dank aan SBB bron: 



© 2025 Cisco and/or its affiliates. All rights reserved.

ICT Studenten
Hogescholen
(NL)
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Arbeidsmarkt
Prognose

Session ID: BRKSEC-XXXX



Portfolio Overview

Session ID: BRKSEC-XXXX



Cybersecurity Networking AI & Data Science Programming Information Technology Digital Literacy Cisco Packet 

Tracer
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Introduction to Cybersecurity

Featured module: 

AI Security Nuggets

Introduction to IoT and Digital 

Transformation

Introduction to 

Data Science

Introduction To Modern AI

AI Fundamentals 

with IBM SkillsBuild

AI with Intel Learning 

Collection

Apply AI: Analyze 

Customer Reviews

Computer Hardware Basics

Operating System Basics

Linux Unhatched

Hardware & Upgrade Support

IT Customer Support Basics

IT Support Essentials 

Operating Systems Support

Security & Connectivity Support

Digital Awareness

Using Computer 

and Mobile Devices

Create Digital Content,

Communicate, and 

Collaborate Online

Digital Safety and 

Security Awareness

Getting Started with 

Cisco Packet Tracer

Exploring Networking 

with Cisco Packet 

Tracer

Exploring Internet 

of Things with Cisco 

Packet Tracer
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Cybersecurity Essentials

Endpoint Security

Network Defense

Cyber Threat Management

Industrial Cybersecurity 

Essentials

Networking Essentials

Networking Basics

Networking Devices 

and Initial Configuration

Network Addressing and Basic 

Troubleshooting

Network Support and Security

Industrial IoT and Control Systems in Energy

Industrial IoT and Control Systems in 

Manufacturing

Industrial Networking Essentials

Data Science Essentials 

with Python

Python Essentials 1

JavaScript Essentials 

1

C Essentials 1

C++ Essentials 1

CSS Essentials

HTML Essentials

IT Essentials

Linux Essentials

A
lig

n
e

d
 t

o
 A

s
s
o

c
ia

te
 

le
v
e
l 
C

e
rt

if
ic

a
ti
o

n

CyberOps Associate

Ethical Hacker

CCNA: Introduction to Networks

CCNA: Switching, Routing, and Wireless 

Essentials

CCNA: Enterprise Networking, Security,

& Automation

DevNet Associate

Python Essentials 2

JavaScript Essentials 

2

C Essentials 2

C Advanced

C++ Essentials 2

C++ Advanced

Linux 1 

Linux 2

Network Security Data Analytics Essentials

CCNP Enterprise Core Networking

CCNP Enterprise Advance Routing

Professional Skills

Core Skills 

Creating Compelling Reports

Engaging Stakeholders for 

Success

English for IT 

English for IT 1 and 2

Entrepreneurship

Discovering Entrepreneurship

Launching a Business Venture

Managing a Business Venture

Career Resources

Career Preparation Workshop

Practice Tools

Labs

Cisco Packet Tracer

Virtual machines

Remote labs

Physical equipment 

Interactive Learning

Built-in web widgets

Interactive branching activities

Assessments

Adaptive assessments powered by 

AI

Formative quizzes and exams

Summative exams

7-2025

Cisco Networking Academy Portfolio

Professional

• Cloud Essentials

• Splunk

• AI



Subnetting



© 2025 Cisco and/or its affiliates. All rights reserved.

Game-Based Subnetting Course
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Games to build fluency of core subnetting skills
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Applied Subnetting Projects
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Integrated AI Assistant

Integrated AI 

Learning Assistant

Custom Agent Feedback for 

Student explanations
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Subnetting



Splunk & Networking Academy
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Splunk & Networking Academy
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Splunk Cybersecurity Defense Analyst – Career Path

• Track 1: Foundations:

• The Cybersecurity Landscape (3)

• Understanding Threats and Attacks (4)

• Security Operations and the Defense Analyst (2)

• Introduction to Splunk (6)

• Track 2: Analyst skills:

• Data and Tools for Defense Analysts (1)

• The Art of Investigation (6)

• SOC Essentials: Investigating with Splunk (2,5)

• SOC Essentials: Introduction to Threat Hunting (5,5)

The integrated Splunk's Cybersecurity Defense Analyst curriculum on the NetAcad platform will empower existing Cisco Networking Academy 
instructors and students to specialize and elevate their existing cybersecurity skills with industry-leading SIEM and SOC expertise. 
This new curriculum prepares learners with the skills needed to excel as Security Operations Center (SOC) Analysts from day one.

Upcoming (in the next few months)



© 2025 Cisco and/or its affiliates. All rights reserved.

Splunk Activiteiten

• Splunk modules beschikbaar in NetAcad

• April/mei 2026

• Splunk for Rookies docenten workshop

• Woensdag 20 mei 1300-1600 , Cisco Amsterdam

• Inschrijving volgt

• Boss of the SOC Challenge

• Februari – Challenge voor zowel docenten als studenten, Cisco Amsterdam



New English for IT Learning 
Collection
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The Common European Framework of Reference for Languages (CEFR) organizes language proficiency in 
six levels, A1 to C2, which can be regrouped into three broad levels.

English for IT Courses / CEFR Levels Mapping

“English for IT – Basics” Learning Collection 

1) English for IT: Describing and Comparing

2) English for IT: Advice and Time

3) English for IT: Needs and Responsibilities

4) English for IT: People and Quantities

✓ Released on December 19, 2025

Developed in collaboration with

https://www.coe.int/en/web/common-european-framework-reference-languages
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English for IT – Basics Learning Collection

English for IT: Describing and 

Comparing

(20 hours)

Gain practical English skills for entry-level IT jobs.

English for IT: 

Advice and Time

(15 hours)

English for IT: Needs and 

Responsibilities

(15 hours)

English for IT: People and 

Quantities

(15 hours)

BEGINNER

Learn to communicate 

clearly and respectfully 

in IT workplaces and 

communities.

Learn the English you 

need to explain, 

evaluate, and improve IT 

tasks.

Learn how to give advice, 

explain problems, and 

talk about progress and 

timing. 

Learn to talk about 

needs, responsibilities, 

and tasks in IT 

All course activities are based on real IT workplace situations, including Software 

Development, Networking, Cybersecurity, IT Support, AI Prompting, Data Analysis… 

Developed in collaboration with



© 2025 Cisco and/or its affiliates. All rights reserved.

English for IT – A Comprehensive Offering

English for IT: Describing and 

Comparing

(20 hours)

English for IT 1

(50 hours)

English for IT – Basics Learning Collection

English for IT 2 

(50 hours)

English for IT: 

Advice and Time

(15 hours)

English for IT: Needs and 

Responsibilities

(15 hours)

English for IT: People and 

Quantities

(15 hours)

BEGINNER

INTERMEDIATE

Developed in collaboration with



CCNP
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New CCNP curriculum coming to NetAcad.com
Before:

• CCNP Enterprise ENCOR and ENARSI 

courses with Labs and Assessments 

only

• Official Cisco Press books as a 

supplement of the traditional online 

curriculum

Upcoming (in the next few months):

• New premium content from Cisco U. coming to NetAcad.com

• New online curriculum with the traditional NetAcad experience of Labs (using 
Classroom Equipment, PT, CML-Free, etc.), Assessments, etc.



Learning Offerings
Industrial / OT
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Two worlds (IT/OT) Converging from 
two (very) different cultures.



© 2025 Cisco and/or its affiliates. All rights reserved.

Survey

• 1000+ Operation Leaders

• 17 Countries

• 20 Industries

From Cisco Report on the State of Industrial Networking

IT and OT must 

Become more 

collaborative

Cybersecurity 

is a top 

Concern

https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-
2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf

AI is driving 

infrastructure 

refresh cycle

Industry obstacles to growth: external

https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
https://www.cisco.com/c/dam/m/digital/elq-cmcglobal/witb/4449635/CIS2401-2024-Cisco-Industrial-Networking-report-V4-FINAL.pdf
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The Industrial/OT NetAcad Offering 

TARGET AUDIENCE: 

• High school, secondary, and post-secondary institutions 

(especially those with programs in industrial automation or the 

energy sector) and a general audience.

VALUE PROPOSITION

• Complement the learner vertical-specific skills with Industrial 

Networking and Cybersecurity skills critical for operating 

modern converged OT infrastructures

FORMAT:

• At launch, courses will be available exclusively through Cisco 

Academies, with no direct-to-learner (B2C) option planned at 

this stage. 

Industrial Networking 

Essentials
1

Industrial IoT and Control 

Systems in Energy 
2

Industrial IoT and Control 

Systems in Manufacturing
3

Industrial Cybersecurity 

Essentials
4

WHAT: 

• Four courses to prepare learners with essential Industrial 

networking and cybersecurity skills for entry-level OT Jobs in two 

verticals: manufacturing and utility (Energy Power).
NetAcad Subject Area: Networking

NetAcad Subject Area: Networking

NetAcad Subject Area: Networking

NetAcad Subject Area: Cybersecurity

Duration: 35h

Duration: 15h

Duration: 15h

Duration: 25h

Instructor PPTs 

planned for 

December

Instructor PPTs 

planned for 

January

Instructor PPTs 

planned for 

January

Instructor PPTs 

planned for 

February
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Industrial Operational Technology (OT) learning pathways

Industrial IoT and Control Systems in 

Energy

Industrial Networking Essentials 

Industrial IoT and Control Systems in 

Manufacturing

Industrial Cybersecurity Essentials 

Power Energy Track (75h) Manufacturing Track (75h)
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Securely Connect OT: Courses and Modules

1. Networking Concepts for OT 
2. Network Components, Types, and

Connections
3. Network Media
4. Wireless Networks in Integrated IT 

and OT Systems
5. Communication Principles
6. Network Design 
7. The Access Layer
8. Configuring Network Devices
9. The Internet Protocol
10. IPv4 Addressing
11. Gateways to Other Networks
12. Routing Between Networks
13. Transport Layer
14. Application Layer Services
15. Application Layer Implementation in 

IACS and the Internet of Things
16. Build a Small IACS Network
17. Build a Simple Digital Substation 

Network

1. Introduction to Industrial 
Cybersecurity 

2. Attack Concepts and Techniques

3. Industrial Cybersecurity Frameworks 
and Regulations

4. Risk Assessment
5. Vulnerabilities

6. Secure Industrial Networks 
7. Authentication and Authorization 

Controls 
8. Hardening the Industrial 

Infrastructure
9. Frontiers in Industrial Security 

 

1. Industrial Automation and Control 
Systems

2. Safety and Regulatory Compliance

3. High Availability Networking for OT
4. Time Sensitive Networking for OT

5. Smart Grid Systems
6. Implement a Simulated Smart Grid

Industrial Networking 

Essentials (~35h)

Industrial IoT and Control 

Systems in Energy (~15h) 

*

Industrial Cybersecurity 

Essentials (~25h) *

1. Industrial Automation and Control 
Systems

2. Safety and Regulatory Compliance

3. High Availability Networking for OT
4. Time Sensitive Networking for OT

5. Manufacturing IACS 
6. Implement a Simulated 

Manufacturing IACS System

Industrial IoT and Control 

Systems in Manufacturing 

(~15h) *



Course Overview

Introduce foundational networking concepts 

essential for modern industrial infrastructures, 

focusing on IT and OT integration. Prepare learners 

for entry-level careers in operational technology 

(OT), with practice using Cisco Packet Tracer 9.0.0, 

to simulate real-world scenarios with industrial 

devices. 

Benefits

Equip your students with the confidence and skills 

needed to get started in connecting industrial 

devices. This curriculum, co-designed with industry 

experts, ensures learners gain relevant skills that 

meet current industry demands.

✓ Discover the benefits and key considerations of 

IT and OT integration.

✓ Teach fundamental networking concepts tailored 

for industrial environments.

✓ Understand Ethernet network communication 

and IP addressing.

✓ Explore key industrial protocols including, 

Ethernet/IP, PROFINET, and GOOSE.

✓ Build a simple, simulated Industrial Automation 

Control Systems (IACS) network using Cisco 

devices.

Target Audience: High school, secondary, and 

post-secondary institutions (especially those with 

programs in industrial automation or the energy 

sector) and a general audience.

Estimated Time to Completion: 35 hours

Prerequisites: Basic computer skills, familiarity 

with operating systems, and Internet usage.

Course Delivery: Self-paced (exclusively 

through a participating academy) and Instructor-

led 

Learning Component Highlights:
• 16 learning modules 

• 20 Cisco Packet Tracer activities

• 3 interactive labs

• 1 per-module Glossary of Terms

• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Industrial IoT and 

Control Systems in Energy, Industrial IoT and 

Control Systems in Manufacturing

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements

• Instructor Training: Optional

• Physical Equipment: Not Required

Industrial Networking Essentials



Course Overview

Explore Industrial IoT and Control Systems to 

meet modern energy network requirements within 

Smart Grid environments. Gain a comprehensive 

overview of Smart Grid systems and process 

automation and simulate real-world industrial 

scenarios using Cisco Packet Tracer 9.0.0.

Benefits

Equip your students with foundational Industrial 

IoT and Control systems knowledge for modern 

energy solutions. This course, co-designed with 

industry experts, ensures learners gain relevant 

skills that meet current industry demands.

✓ Discover the benefits and key roles of 

Industrial Control Systems (ICS) and Smart 

Grid technologies.

✓ Teach process automation and Supervisory 

Control and Data Acquisition (SCADA). 

architectures for electric power systems.

✓ Teach high availability solutions and time 

synchronization using the Precision Time 

Protocol (PTP). 

✓ Practice on a simulated Smart Grid network 

with 14 Cisco Packet Tracer activities.

Target Audience: High school, secondary, and 

post-secondary institutions (especially those with 

programs in the energy sector) and a general 

audience.

Estimated Time to Completion: 15 hours

Prerequisites: Industrial Networking Essentials or 

equivalent knowledge

Course Delivery: Instructor-led

Learning Component Highlights:
• 6 learning modules 

• 14 Cisco Packet Tracer activities

• 1 interactive lab

• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Industrial 

Cybersecurity Essentials

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 
netacad.com

Requirements

• Instructor Training: Optional

• Physical Equipment: Not Required

Industrial IoT and Control 

Systems in Energy

NOTE: Self-Paced version (offered exclusively through 

participating academies) is planned for the end of this 

week.



Course Overview

Explore how Industrial Control Systems (ICS) and 

Industrial Internet of Things (IoT) technologies drive 

smart manufacturing. Learners will develop skills for 

modern production by simulating automated 

processes, PLC programming, and networked 

manufacturing systems using Cisco Packet Tracer 

9.0.0.

Benefits

Equip your students with the confidence and skills to 

support and optimize manufacturing environments. 

This curriculum, co-designed with industry experts, 

ensures learners gain relevant skills that meet current 

industry demands.

✓ Discover how Industrial Control Systems (ICS) 

enable efficient, reliable and safe operations.

✓ Teach high availability solutions and time 

synchronization using the Precision Time Protocol 

(PTP).

✓ Understand how Industrial Internet of Things (IIoT) 

drives automation and connectivity.

✓ Practice with 12 Packet Tracer activities including 

Programmable Logic Controllers (PLCs) using 

Ladder Logic.

Target Audience: High school, secondary, and post-

secondary institutions (especially those with programs 

in industrial automation) and a general audience.

Estimated Time to Completion: 15 hours

Prerequisites: Industrial Networking Essentials or 

equivalent knowledge

Course Delivery: Instructor-led

Learning Component Highlights:
• 6 learning modules 

• 12 Cisco Packet Tracer activities

• 2 interactive labs

• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Industrial Cybersecurity 

Essentials

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements

• Instructor Training: Optional

• Physical Equipment: Not Required

Industrial IoT and Control 

Systems in Manufacturing

NOTE: Self-Paced version (offered exclusively through 

participating academies) is planned for the end of this 

week.



Course Overview

Introduce essential cybersecurity concepts for 

modern industrial infrastructures, focusing on 

securing Industrial Internet of Things (IIoT) and 

Industrial Controls Systems (ICS). Prepare learners 

for entry-level careers in operational technology 

(OT), and to practice using Cisco Packet Tracer 

9.0.0, to simulate real-world scenarios with industrial 

devices. 

Benefits

Equip your students with the confidence and skills 

needed safeguard industrial network systems. This 

curriculum, co-designed with industry experts, 

ensures learners gain relevant skills that meet 

current industry demands.

✓ Discover the importance of cybersecurity in an 

industrial context and how cyber-attack occur.

✓ Teach common Industrial Control Systems (ICS) 

vulnerabilities, threats, and strategies for 

mitigation.

✓ Investigate cybersecurity frameworks such as 

IEC 62443 and NIST SP 800-82r3.

✓ Practice with 11 labs, including select labs in the 

Kali Linux Virtual Machine as well as  6 Cisco 

Packet Tracer activities.

Target Audience: High school, secondary, and post-

secondary institutions (especially those with programs 

in industrial automation or the energy sector) and a 

general audience.

Estimated Time to Completion: 25 hours

Prerequisites: Industrial Networking Essentials and 

either Industrial IoT and Control Systems in Energy or 

Industrial IoT and Control Systems in Manufacturing

Course Delivery: Instructor-led

Learning Component Highlights:
• 9 learning modules 

• 6 Cisco Packet Tracer activities

• 11 interactive labs

• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Ethical Hacker

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. netacad.com

Requirements

• Instructor Training: Optional

• Physical Equipment: Not Required

Industrial Cybersecurity Essentials

NOTE: Self-Paced version (offered exclusively through 

participating academies) is planned for the end of this 

week.
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IPD sessions to familiarize our instructors with the new OT topics

This session introduces IT 

instructors to the fundamentals of 

Operational Technology (OT), 

covering key concepts, common 

industrial systems, the Purdue 

Model, and the integration of IT and 

OT environments.

This session covers the design 

and implementation of reliable 

industrial networks, including 

unique industrial requirements, 

network topologies, redundancy 

strategies, and best practices for 

network resiliency.

This session covers the role of 

Precision Time Protocol (PTP) in 

achieving accurate time 

synchronization for industrial 

networks, related TSN concepts, 

and practical applications like the 

Power Profile.

This session covers the 

fundamentals of industrial 

cybersecurity, including the 

ISA/IEC-62443 standard, asset 

visibility, segmentation, and secure 

remote access—giving you a 

strong foundation for OT security.

#1: Getting Started with 

Industrial/OT Concepts

#2: Implement Modern 

Industrial Reliable Networks

#3: Time Sensitive Networking 

in Industrial

#4: Securing Industrial 

Networks: Where to Start

February 3, 2026 February 5, 2026 November 20, 2025November 18, 2025 

Four new IPD sessions are designed to equip our instructors with the 

essential knowledge and skills needed to confidently teach the new 

Industrial and Operational Technology (OT) NetAcad courses.

Register 

Here!
Register 

Here!
RecordingRecording

https://netacad.webex.com/weblink/register/r42b0e8f345387a62573aa460afa9344d
https://netacad.webex.com/weblink/register/r42b0e8f345387a62573aa460afa9344d
https://netacad.webex.com/weblink/register/rfe1cd78c7c94dd7c6da23f7480ae8036
https://netacad.webex.com/weblink/register/rfe1cd78c7c94dd7c6da23f7480ae8036
https://www.netacad.com/ipd/sessions/ipd-november-2025-industrial-ot-implement-modern-industrial-reliable-networks
https://www.netacad.com/ipd/sessions/ipd-november-2025-industrial-ot-getting-started-with-industrial-ot-concepts


Learning Tools
Cisco Packet Tracer 9.0.0
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Cisco Packet Tracer 9.0.0 GA 
Expand on the Industrial devices, protocols and process

Connect

Securely

Operational 

Technologies

• PLC • Data Historian

• Profinet

• PRP

• PTP (Power Profile)

• RTU

• Cyber Observer (inspired by Cisco Cyber Vision)

• HMI

• Modbus

• CIP: Ethernet/IP 

• IEC61850

- Goose 

- SV 

- MMS

- OPC-UA

- 5G

- Ladder Logic

• Industrial Firewall (ISA3000-ASA)

Industrial Router

• IR8340

• IR1101

• Engineering Workstation

Industrial Switch

• IE9300

• IE3400

• Sensors

• Create your own 

sensor, actuator…
• Create your own Industrial 

Process

• Actuators

• Fiber Optics

Note: Devices and protocols are modeled with simplified implementations for didactical purposes

• DIN Rail

Cisco Packet Tracer, a leading tool for practicing ICT skills, becomes even more unique in its latest version by 

empowering users to practice entry-level industrial skills. It enables practice of industrial processes, device connectivity 

and configuration, troubleshooting, and securing, with support for industrial-specific protocols - using just a simple PC.
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New C8200 Router Model

A model of the Cisco C8200 

Router has been added to the 

device library

Enhanced Accessibility 

Features

All web views, including lab 

instructions, have been improved 

to ensure better accessibility for 

all users.

Streamlined Login Process

Stability Improvements

This version includes multiple 

refinements to enhance overall 

stability, reliability, and user 

experience

Cisco Packet Tracer 9.0.0 
Industrial/OT Features Plus…

Improved Fiber Optic 

Connections

Fiber optic connections now behave 

more realistically, providing a better 

simulation experience.



Cloud Managed Networking
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Cloud Managed Networking 201 with Cisco Meraki
Before:

• Cloud Managed Network 101

with Cisco Meraki

supplemental module is available!

• Learn the foundational concepts

Now:

• Starting from Jan 30, 2026

• Cloud Managed Networking 201 with Cisco Meraki supplemental module

• Take a deeper dive into routing, switching and wireless management



Certification Rebranding

CyberOps Associate & DevNet Associate
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Aligning Certification Portfolio with AI, Automation, 
Cyber demand

Enabling current / future workforces with AI-driven skills in Network Automation and Cybersecurity 

Current state Future

Automation Automation Automation

Current state Future

Cybersecurity Cybersecurity

Targeted Cisco Certification portfolio updates for AI-ready careers

Enabling current and future workforce with AI-driven skills in Network Automation Cybersecurity 

Unified Certification Path

Integrating DevNet and Cyber with CCNA, 

CCNP, and CCIE will create a more cohesive 

certification pathway, simplifying the decision-

making for those pursuing networking careers 

with an automation and/or cybersecurity focus.

Clarified focus

Aligning these certs with CCNA, CCNP, and 

CCIE immediately communicates a focus on 

skills, making it clear to prospective learners 

and employers what the certification 

emphasizes.

Brand recognition

Aligning Cyber and Automation with the well-

established CCNA, CCNP, and CCIE brand 

will provide greater alignment and credibility, 

leveraging the strong recognition and 

reputation associated with CCNA, CCNP and 

CCIE certifications.

Industry alignment

As automation and cyber skills become 

increasingly important, the new names (and 

updates) reflect current industry trends and 

demands, increasing the certification's 

relevance



Digital Literacy Learning 
Collection



Digital Literacy Learning Collection

In a future where 90% of jobs will require digital skills*, digital literacy is no longer optional – it's essential for everyone. 

This learning collection offers flexible starting points including short, 6-hour courses designed to equip learners with 

digital skills necessary for learning, work, and everyday life.

Source: https://www.weforum.org/stories/2020/01/future-of-work/

Available in English, Spanish, 

French, Greek, Portugese

1 3 42

Available in English and 

Spanish, French
English, Spanish Available in English, Dutch



Course Overview

This beginner friendly course equips students 

with the essential knowledge and skills to 

protect their digital lives. Students will learn to 

mitigate online threats, protect their data, and 

get tips to maintain a healthy digital lifestyle.

Benefits

Empower your students to navigate the digital 

world safely and cultivate responsible digital 

citizenship. Equip them with skills to safeguard 

their digital presence in everyday online 

interactions.

✓ Identify and respond to online threats 

including phishing and malware.

✓ Practice running full computer scans, 

changing a PIN code in Windows, and 

updating router firmware. 

✓ Explore deep fakes, misconceptions about 

the Dark Web, and safeguards to protect 

young users online

✓ Understand the risks digital technologies 

pose to our mental and physical health and 

well-being. 

✓ Explore Eco-influence, highlighting digital 

literacy and environmental awareness.

Target Audience: High school, secondary and 

general audience

Estimated Time to Completion: 6 hours

Prerequisites: None

Course Delivery: Self-paced and Instructor-led

Learning Component Highlights:
• 4 learning modules 

• 21 videos with exercises

• 12 problem-solving tips

• 5 interactive practice activities

• 1 final exam

Course Recognitions: Digital badge

Recommended Next Course: Introduction to 

Cybersecurity

Course Details

© 2025 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public Information. 

netacad.com

Requirements

• ASC Alignment: Recommended

• Instructor Training: Optional

• Physical Equipment: Not Required

Developed in collaboration with

Digital Safety and 

Security Awareness



Cybersecurity Networking AI & Data Science Programming Information Technology Digital Literacy Cisco Packet 

Tracer

In
tr

o
d

u
c

to
ry

Introduction to Cybersecurity

Featured module: 

AI Security Nuggets

Introduction to IoT and Digital 

Transformation

Introduction to 

Data Science

Introduction To Modern AI

AI Fundamentals 

with IBM SkillsBuild

AI with Intel Learning 

Collection

Apply AI: Analyze 

Customer Reviews

Computer Hardware Basics

Operating System Basics

Linux Unhatched

Hardware & Upgrade Support

IT Customer Support Basics

IT Support Essentials 

Operating Systems Support

Security & Connectivity Support

Digital Awareness

Using Computer 

and Mobile Devices

Create Digital Content,

Communicate, and 

Collaborate Online

Digital Safety and 

Security Awareness

Getting Started with 

Cisco Packet Tracer

Exploring Networking 

with Cisco Packet 

Tracer

Exploring Internet 

of Things with Cisco 

Packet Tracer
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Cybersecurity Essentials

Endpoint Security

Network Defense

Cyber Threat Management

Industrial Cybersecurity 

Essentials

Networking Essentials

Networking Basics

Networking Devices 

and Initial Configuration

Network Addressing and Basic 

Troubleshooting

Network Support and Security

Industrial IoT and Control Systems in Energy

Industrial IoT and Control Systems in 

Manufacturing

Industrial Networking Essentials

Data Science Essentials 

with Python

Python Essentials 1

JavaScript Essentials 

1

C Essentials 1

C++ Essentials 1

CSS Essentials

HTML Essentials

IT Essentials

Linux Essentials

A
lig

n
e

d
 t

o
 A

s
s
o

c
ia

te
 

le
v
e
l 
C

e
rt

if
ic

a
ti
o

n

CyberOps Associate

Ethical Hacker

CCNA: Introduction to Networks

CCNA: Switching, Routing, and Wireless 

Essentials

CCNA: Enterprise Networking, Security,

& Automation

DevNet Associate

Python Essentials 2

JavaScript Essentials 

2

C Essentials 2

C Advanced

C++ Essentials 2

C++ Advanced

Linux 1 

Linux 2

Network Security Data Analytics Essentials

CCNP Enterprise Core Networking

CCNP Enterprise Advance Routing

Professional Skills

Core Skills 

Creating Compelling Reports

Engaging Stakeholders for 

Success

English for IT 

English for IT 1 and 2

Entrepreneurship

Discovering Entrepreneurship

Launching a Business Venture

Managing a Business Venture

Career Resources

Career Preparation Workshop

Practice Tools

Labs

Cisco Packet Tracer

Virtual machines

Remote labs

Physical equipment 

Interactive Learning

Built-in web widgets

Interactive branching activities

Assessments

Adaptive assessments powered by 

AI

Formative quizzes and exams

Summative exams

7-2025

Cisco Networking Academy Portfolio

Professional

• Cloud Essentials

• Splunk

• AI
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